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This control unit supports the following keypads and key readers:
PREMIUM, CLASSIKA, MIA series, ALISON series, OMNIA/TAST-R, NC2/TAST, ICON/KP, ECLIPSE, ECLIPSE2
To keep things simple, this instruction manual refers only
to the PREMIUM and CLASSIKA keypads and ECLIPSE? key readers.
If you require further information relating to the other types of keypad/Key Reader supported by this control unit,
the previous version of this instruction manual may be downloaded from the web address www.bentelsecurity.com

KYO 4 M-KYO 8 M-KYO 8WM-KYO32M-KYO4P-KYO8P-KYO8WP-KYO32P
KYO 8GWP-SW1 - KYO 8GWP-SW2 - KYO 8GWL-SW1 - KYO 8GWL-SW2
KYO 8G P-SW1 - KYO 8G P-SW2 - KYO 32G P-SW1 - KYO 32G P-SW2
KYO 8G L-SW1 - KYO 8G L-SW2 - KYO32G L-SW1 - KYO 32G L-SW2
KYO 8G L-SW3 - KYO 8GWL-SW3 - KYO 32G L-SW3 - KYO 8G P-SW3
KYO 8GWP-SW3 - KYO 32G P-SW3
KYO16D
For all the Control Panels the performance level is Il (unless otherwise specified).
The KYO16D performance level is |

Hereby, Bentel Security, declares the above mentioned Control Panels to be in compliance with the
essential requirements and other relevant provisions of 1999/5/EC Directive.

The complete R&TTE Declaration of Conformity for each Panel can be found at
www.bentelsecurity.com

Installation of these systems must be carried out strictly in accordance with the instructions
described in this manual, and in compliance with the local laws and bylaws in force.
The above mentioned Control panels have been designed and made
to the highest standards of quality and performance.
The manufacturer recommends that the installed system should be completely tested at least once a month.
BENTEL SECURITY Srl shall not assume the responsibility

for damage arising from improper application or use.

The above mentioned Control panels have no user-friendly components, therefore,

should be serviced by authorized personnel only.

BENTEL SECURITY srl reserves the right to modify the technical specifications of this product without prior notice.
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SECTION 1 - IDENTIFICATION OF PARTS

The numbers in boldface (in square brackets) refer to the hardware parts
described in this Manual, and other Manuals relevant to this product.

The PREMIUM LED and PREMIUM LCD Keypads
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Figure 1.1a - The PREMIUM LED and PREMIUM LCD Keypads
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The CLASSIKA LED and CLASSIKA LCD Keypads
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Figure 1.1b - The CLASSIKA LED and CLASSIKA LCD Keypads
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Table 1.1 - Identification of Parts

Part Description

45 LED indicators (refer to the User Manual for details)

46 Display

47 Frontplate screws

48 Down flip

49 BPI Level Jumper: &= = 5V (at default); 9 = 12V

50 Snatch switch connector

51 DIP Switch strip
Tamper switch (protects against forced opening).

52 Or) the V.RX3.2-433 radio receiver th.e ta mper contact is for.med by thg tracks of the
printed circuit. Thanks to a conductive pin on the cover, this contact is closed only when
the cover is completely closed.

53 Terminal board

54 BPI Level Jumper: &&= 5V (at default); e = 12V

55 Microprocessor
Snatch switch.

Accessory item for PROXI-READER (Order Code: MINI-ASNC)

56 On the VRX32-433 radio receiver the anti-snatch contact is formed by the tracks of the
printed circuit. Thanks to a conductive pin on the back, this contact is closed only when
the receiver is properly fixed to the wall.

57 Cable entry

58 PCB clip

59a |Anchor screw holes for mounting on Mod. '503' outlet box or similar

59b  |Anchor screw holes for mounting on '10x10' outlet box or similar

60 Buzzer

61 Snatch bracket

62 PCB spacers

63 PCB supports

64 Catch

65 Buzzer connector

65a |Level Vial

65b  |Conductive pin for closing of anti-tamper contact

65c [Clips for fixing of frontplate
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ECLIPSE2 Reader, PROXI Reader, SAT Key, PROXI-CARD
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Figure 1.2 - The PROXI Reader; PROXI-CARD, ECLIPSEZ Reader and SAT Key
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Table 1.2 - Identification of Parts

Part Description
66 Red LED - All-Reader-Partitions Arming Mode
67 Amber LED - A Arming Mode
68 Green LED - B Arming Mode
69 Sensitive field
Wires to be connected to the Control panel BPI Bus:
Red = to terminal '+' (Positive)
70 White = to terminal 'C'
Blue = to terminal 'R'
Black = to terminal '-' (Negative)
71 PROXI-CARD
72 SAT Key
74 Cover for ECLIPSE2 Universal Reader Module (see Table 1.3)
75 ECLIPSE2 - Universal Reader Module (code ECL2-UKR)ECLIPSE2 -
76 PROXI frontplate
Tab. 1.3 -Covers available for ECLIPSE2 Universal Reader Module
ECL2-C/AVE BLANC AVE BLANC ECL2-C/BT LIGHT BT LIGHT
ECL2-C/AVE NOIR  AVE NOIR ECL2-C/BT LT BT LIGHTECH
ECL2-C/GEW WHITE GEWISS WHITE ECL2-C/BT MAGIC BT MAGIC
ECL2-C/GEW BLACK GEWISS BLACK ECL2-C/BT AXC BT AXOLUTE LIGHT
ECL2-C/GEW PLAY  GEWISS PLAYBUS ECL2-C/BT AXS BT AXOLUTE DARK
ECL2-C/CHORUS W CHORUS WHITE ECL2-C/V EIKON D VIMAR EIKON DARK
ECL2-C/CHORUS B CHORUS BLACK ECL2-C/VIDEA G  VIMAR IDEA GREY
ECL2-C/CHORUS T  CHORUS TITANIUM ECL2-C/VIDEAW  VIMAR IDEA WHITE
ECL2-C/BT MATIX BT MATIX ECL2-C/V PLANA VIMAR PLANA
ECL2-C/BT L INT BT LIVING INTERNATIONAL

Table 1.4 - Identification of Parts

Part Description

77 Tamper QOnt'act - The tamper_contact is_formed by the tracks of the pr_inted circuit. Thanks to
a conductive pin on the cover, this contact is closed only when the cover is completely closed

78 Tamper and Snatch bypass jumper:
& = Microswitches bypassed (at default); s = Microswitches unbypassed

79 |Frontplate screws (4)

80 |Expander housing

81  |Expander screws (2)
Anti-snatch Contact - The anti-snatch contact is formed by the tracks of the printed

82 circuit. Thanks to a conductive pin on the back, this contact is closed only when the
receiver is properly fixed to the wall

83  |Anchor screw holes (2) for flush mounting on Mod. 503 outlet boxes or similar

84  |Anchor screw holes (2) for surface mounting

85 Cable entry

86 |Catch slots (2)

87 |Antennas (2)

88  |Microswitches for programming and for setting the address.

89-90 |Conductive pins for closing the Tamper contact [77] and the Anti-snatch contact [82].
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M-IN/OUT Expander
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Figure 1.3 - M-IN/OUT Expander and dedicated container

VRX32-433/VRX32-868 and Vector/RX8 Receiver

58 8

L

I (= —"—
> v ( 3
o
I
59a —I‘»’J ) ) f— 59a
57 i < 57 592 —»D Ul
53 » 888888
e L. >BT8838 o)

B L0 HETJ_E_

0 0 0 @ il 0 0
I
47

52 53 57

Figure 1.4 - VRX32-433 /VRX32-868(left) and Vector/RX8 Receiver

g
A

47 56




12

Multifunction Control Panel

SECTION 2 - INSTALLATION

Mounting the Peripherals

The Main Unit

Refer to the Main Unit Manual for the respective installation instructions.

Mounting Keypads
Work carefully through the following steps:

CAUTION - For CLASSIKA keypad, before removing the keypad cover, OPEN
THE FLIP [48] COMPLETELY.

1.

3b

3b.

Insert a sharp screwdriver into openings to release the hooks [58], then
remove the cover taking care to slide the terminal board [53] out delicately.

Pass the connection wires through the opening [57].
If it is to be flush mounted, use the holes [59b] to fix the base to the wall.

Ifit is to be mounted on a model 503 box or similar, use the holes [59a] to fix
to the base.

10 fix the keypad perfectly, use with the perforated sphere [65a] at the base.

4. Fix the anti-tamper plug [61].

Complete the connections between the terminal board [53] and Control
panel BPI Bus.

WARNING - DO NOT connect the Keypad to the bus when the bus is live; if
this is not possible connect the bus terminals in the following order: -, +, R, C.

Assign the Keypad Address (refer to ‘Addressing Devices’, further on in
this section).

Reattach the frontplate by first hooking it to the clips [65c¢], then by blocking
it by applying light pressure until the clips are released [S8].

Mounting PROXI Proximity Readers
Work carefully through the following steps:

1.

2
3.
4

Remove the screws [47] and the frontplate.

. Pull the wires through the cable entry [57].

Drill the holes [59a] for the backplate.

. If necessary, install the Snatch Microswitch [56]. Ensure that the Snatch

Microswitch lever is held firmly in position (pressed down) by the plastic
tooth on the Snatch bracket [61]. Using a screw, secure the Snatch bracket
to the wall.

In order to comply with the standards outlined in Performance Level 11 of the CEI
79-2 certification, Readers must be fitted with Snatch Microswitches.
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5. Using the cable [70], complete the connections to the Control panel BPI Bus.

6. Assign the Addresses to all the peripheral devices (refer to ‘Addressing
Devices’, further on in this section).

7. Reattach the frontplate.

PROXI Readers must be located at least 50 cm apart.

Mounting ECLIPSE2 Readers

ECLIPSE2 Key Readers can be flush mounted
on standard electricity outlet boxes.

Before mounting the Reader, complete the
connections between the ECLIPSE2 terminal
board [53] and Control panel BPI Bus.

In order to comply with the standards outlined in
Performance Level 11 of the CEI 79-2 certification,
Readers must be fitted with Snatch Microswitches.

ECLIPSE?2 Readers must be located at least 50 cm apart.

Using the Address Microswitches [51], assign the Reader Address (refer to ‘Ad-
dressing Devices’, further on in this section). For security reasons, outdoor flush-
mounted Key Readers must be fitted with tamper protection (see Figure above).

M-IN/OUT Expanders

The Input and Output Expanders must be located as near as possible to the
peripherals they are connected to. The Input and Output Expanders boxes can
be surface or flush mounted.

To install the Expanders:

1. Remove the Wire entry knockout ([57] or [85], as required.

2. = For Surface Mounting: drill the holes for the back box and Snatch
bracket (screw locations [84] and [61] respectively).

= For Surface Mounting on Mod.503 boxes or similar: drill the holes for
the back box and Snatch bracket (screw locations [83] and [61] respectively).

m The M-IN/OUT expander can if necessary also be housed in a container
other than the dedicated one. In this case, jumper [78] must be closed (in-
serted) to disable the Tamper contact [77] and the Anti-snatch contact [82].

3. Pull the wires through the wire entry.
4. Attach the back box and Snatch bracket.

5. Replace the Expander Module [80] (see Figure 1.3), ensure that it is held
firmly in place by the PCB clips [58] then, using the two screws [81], secure
it to the backplate.

6. Complete the connections on the terminal board [53].
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7. Carry out coding of the Device by meansof thefirst 5 microswitchesonthe
Minidip [88], as shown in Table 2.2 (microswitch no. 1 must be left in the
OFF position).

8. Set the operating mode for the tamper switch [77] and snatch microswitch
[82] using jumper [78]: &3O = Switchesenabled; == = Switchesdisabled.

9. Set the operating mode using microswitches 6 and 7 on DIP switch [88] as
showninthefollowingtable:

Microswitch .
Operating Mode
n. 6 n.7
OFF OFF Input Expander with 6 Inputs
ON OFF Input Expander with 4 Inputs + Output Expander with 2
Outputs (T1 and T2 Outputs; T3, T4, T5 and T6 Inputs)
OFF ON Output Expander with 4 Outputs + Input Expander with
2 Inputs (T1, T2, T3 and T4 Outputs; T5 and T6 Inputs)
ON ON Output Expander with 6 Outputs

10. Set the operating mode of the Inputs using microswitch 8 on DIP switch [88]
asshowninthefollowing table:

Microswitch n. 8 Operating Mode for the Inputs
OFF All Inputs operate in Normal Mode
All Inputs function as interface for Roller Blind contact
ON (The zone goes into alarm if at least 5 pulses are
detected in the space of 2 minutes.)
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Table 2.2 - Assigning Addresses via 5 DIP switches

DIP switch No.

Address
1/2|3  4(5|6|7|8|9|10({11 /1213|1415 16

1* OFF | OFF| OFF | OFF | OFF | OFF | OFF | OFF | OFF | OFF | OFF | OFF | OFF | OFF | OFF | OFF
2 OFF | OFF| OFF| OFF| OFF| OFF|OFF|OFF| ON| ON|ON| ON| ON| ON | ON | ON
3 OFF|OFF|OFF|OFF| ON | ON | ON | ON |OFF|OFF|OFF|OFF| ON | ON | ON | ON
4 OFF|OFF| ON | ON | OFF|OFF| ON | ON |OFF|OFF| ON | ON |OFF|OFF| ON | ON
5 OFF| ON |OFF| ON |OFF| ON |OFF| ON|OFF| ON |OFF| ON [OFF| ON |OFF| ON

Microswitch no. 1 on Minidips with 5 or more positions must remain in the OFF position.

Addressing Devices

You must assign Addresses to all the BPI peripherals (Key Readers, Proximity
Readers and Keypads). Refer to Table 2.2.

You can assign the Addresses in any order, however, devices of the same
type must have different Addresses. Devices of different types (e.g. a Keypad
and a Key/Card reader) may have the same Address.

NOTE - If you are Addressing an CLASSIK A or PREM UM keypads, without
aDIP switch strip, you must assign the Addressin accordance with the respective
instructionsin thissection. You can exit the programming phase and restore normal
operating mode at any point in the procedure by connecting the jumper [54].

Addressing PREMIUM Keypads

NOTE - The first time it is switched on, the keypad will AUTOMATICALLY
enter its programming phase, and will remain in that mode until the address
has been programmed.

NOTE - To avoid any accidental or unauthorized programming, access to
programming is ONLY possibile if less than half an hour has passed from the
last BPI reset effected from the control panel. BPI resetting occurs every time
the Keypad is powered up, and on exiting from the installer menu.

To program the Keypad, follow the procedure described in this paragraph.

Remember that pressing the ENTER key confirms the input values and amove
forward ismade to the next step while each pressing of the ESC key cancelsthe
input values and astep backwardsis made (up to exiting the programming phase).

NOTE - The keypad exits the programming phase one minute after the last
button was pressed.

» To set the addresses, use keys C and D to scroll through the available ad-
dresses, or key the addressinto the Keypad:

» to enter addresses greater than 9, key the second digit of the address within 2
seconds of thefirst;



16

Multifunction Control Panel

» if you enter an incorrect address, wait at least 1 second before trying again.

Onthe LCD keypad, the address that has been set is shown by the last two char-
actersof thetop line of thedisplay.

Onthe LED Keypad, the address set is shown by LEDs 1 to 16.

During al the stepsinvolved in programming, the bottom line of the LCD Keypad
display showsall the keyswhich can be used at any giventime.

NOTE - Every time a keypad which has already been programmed is pow-
ered, a keypad tamper alert will be generated.

Programming the L CD Keypad

For programming the LCD Keypad, follow the procedure described bel ow.

1) Press and keep pressed the keys 1 and OFF for at least 3 seconds after
which the programming phase starts: the display will show inthefirst linethe
name of the keypad (PREMIUM) and the actual address (for example, 1).

2) Programming the ADDRESS - Set the address of the keyboard (from 1
to 8), then press ENTER to confirm the appearing address and move on to
the next step or press ESC to cancel the change and exit programming.

3) Programming the Proximity Reader - PressON to enablethe Proximity
Reader, then set the address of the Proximity Reader (from 1 to 16), then press
ENTER to confirm and move on to the next step or, press OFF to disable the
Proximity Reader, then pressENTER to confirm and move onto the next step
or, press ESC to cancel the changes and return to the preceding step.

4) Programmingthe INPUT EXPANDER - Press ON to enablethe Input
Expander, then set the address of the Input Expander (from 1 to 4) then press
ENTER to confirm and move ontothestepno. 6) or, press OFF to disable
the Input Expander, then press ENTER to confirm and move on to the next
step or, press ESC to cancel the changes and return to the preceding step.

NOTE —If the I nput Expander function isenabled, every time the keypad
is connected to the power supply, an Input Expansion tampering signal
will be generated, in addition to the normal device disconnection mes-
sages.

The zones corresponding to terminals L4, L5 and L6 of the Keypad I nput
Expander, although appearing on the application/display, CANNOT be
used.

5) Programming the OUTPUT EXPANDER - Press ON to enable the
Output Expander, then then set the address of the Output Expander (from 1 to
2) then press ENTER to confirm and exit programming or, press OFF to
disablethe Output Expander, then pressENT ER to confirm and moveontothe
next step or, press ESC to cancel the changes and return to the preceding step.



Section 2 - Installation 17

The outputs corresponding to terminals OC4, OC5 and OC6 of the Keypad
Output Expander, although appearing on the application/display, CAN-
NOT be used.

Itispossibleto enable ONLY ONE of thetwo Espanders: either the I nput
or the Output Expander. If you do not want to use any Expander, put in
the value OFF for both of them.

6) Programming of the ZONES - Press the keys 1, 2 or 3 to change the
functioning mode, of the corresponding zone, respectively, at termina T1, T20r T3,
asshowninthefollowingtable, then pressENTER to confirm and exit fromthe
programming or, press ESC to cancel the changesand returnto stepno. 4) .

Programming of Zones

NORM The zone functions in Normal Mode
The zone functions in Normal Mode and as Contact Interface for Roller
FAST Shutter, or rather, it sounds the alarm according to the programmed
Sensitivity or if 5 tight pulses are detected, within 2 minutes.

If the Input Expander and the Output Expander have been disabled, it
would be possible to program only the functioning mode relative to termi-
nal T1 and terminal T2.

The FAST functioning mode (Roller blind) could be entered only with the
procedure described in these instructions, and not by software, through
the Bentel Security Suite application (the Roller blind Quality for theZones
related to the Keypads I nput Expander is blocked).

Programming the LED Keypad

For programming the LED Keypad, follow the procedure described below.

1) Press and keep pressed the keys 1 and OFF for at least 3 seconds after
which the programming phase starts.

2) Programmingthe ADDRESS-Thelit LED © indicatesthat the keypad
addressisbeing programmed.

Program the required address for the Keypad (from 1 to 8), then press EN-
TER to confirm and move on to the next step or, pressESC to cancel and exit
programming.

3) Programming the Proximity Reader - Thelit LED & indicatesthat the
Proximity Reader addressisbeing programmed.

Press ON to enable the Proximity Reader, then program the address which
you would like to assign to the Proximity Reader (from 1 to 16), then press
ENTER to confirm and move on to the next step or, press OFF to disablethe
Proximity Reader, then press ENTER to confirm and move on to the next
step or, press ESC to cancel the changes and return to the preceding step.
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4) Programmingthe NPUT EXPANDER - Thelit LED A indicatesthat
the Input Expanderis being programmed.

Press ON to enablethe Input Expander, then program the address which you
would liketo assign to the Input Expander (from 1to4), then pressENTER to
confirm and move on to the step no. 6) or, press OFF to disable the Input
Expander, then press ENTER to confirm and move on to the next step or,
press ESC to cancel the changes and return to the preceding step.

NOTE —If the I nput Expander function isenabled, every time the keypad
is connected to the power supply, an Input Expansion tampering signal
will be generated, in addition to the normal device disconnection mes-
sages.

The zones corresponding to terminals L4, L5 and L6 of the Keypad I nput
Expander, although appearing on the application/display, CANNOT be
used.

5) Programming the OUTPUT EXPANDER - Thelit LED v indicates
that the Output Expander isbeing programmed. Press ON to enable the Out-
put Expander, then program the addresswhich youwould liketo assignto the
Output Expander (from 1to 2), then pressENTER to confirm and exit from
programming or, press OFF to disable the Output Expander, then press EN-
TER to confirm and move on to the next step or, press ESC to cancel the
changes and return to the preceding step.

The outputs corresponding to terminals OC4, OC5 and OC6 of the Keypad
Output Expander, although appearing on the application/display, CAN-
NOT be used.

Itispossibleto enable ONLY ONE of the two Espanders: either the I nput
or the Output Expander. If you do not want to use any Expander, put in
the value OFF for both of them.

6) Programmazione of the ZONES- Thelit LED T, E, & and B indicate
that the functioning mode of the zoneisbeing programmed.

LEDs1, 2 and 3 show the programmed operating mode, respectively for the
zonescorrespondingtoterminalsT1, T2and T3:

» LED lit =normal operating mode (NORM);
» LED flashing = normal operating mode + interfacefor roller blinds (FAST).

Programming of Zones

NORM The zone functions in Normal Mode
The zone functions in Normal Mode and as Contact Interface for Roller
FAST Shutter, or rather, it sounds the alarm according to the programmed
Sensitivity or if 5 tight pulses are detected, within 2 minutes.

Presskeys 1, 2 or 3 to change, respectively, the operating mode of the zones
correspondingtoterminalsT1, T2and T3:
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Press ENTER to confirm and exit from the programming or, press ESC to
cancel the changes and return to step no. 4) .

If the Input Expander and the Output Expander have been disabled, it
would be possible to program only the functioning mode relative to termi-
nal T1 and terminal T2.

The FAST functioning mode (Roller blind) could be entered only with the
procedure described in these instructions, and not by software, through
the Bentel Security Suite application (the Roller blind Quality for theZones
related to the Keypads I nput Expander is blocked).

Addressing CLASSIKA Keypads

NOTE - The first time it is switched on, the keypad will AUTOMATICALLY
enter its programming phase, and will remain in that mode until the address
has been programmed.

NOTE - To avoid any accidental or unauthorized programming, access to
programming is ONLY possibile if less than half an hour has passed from the
last BPI reset effected from the control panel. BPI resetting occurs every time
the Keypad is powered up, and on exiting from the installer menu.

To program the Keypad, follow the procedure described in this paragraph.

Remember that pressing the ENTER key confirms the input values and amove
forward ismade to the next step while each pressing of the ESC key cancelsthe
input values and a step backwardsis made (up to exiting the programming phase).

NOTE - The keypad exits the programming phase one minute after the last
button was pressed.

» To set the addresses, use keys C and D to scroll through the available ad-
dresses, or key the addressinto the Keypad:

» to enter addresses greater than 9, key the second digit of the address within 2
seconds of thefirst;

» if you enter an incorrect address, wait at least 1 second before trying again.

Onthe LCD keypad, the address that has been set is shown by the last two char-
actersof thetop line of thedisplay.

Onthe LED Keypad, the address set is shown by LEDs 1 to 16.

During all the stepsinvolved in programming, the bottom line of the LCD Keypad
display showsall the keyswhich can be used at any giventime.

Programming the L CD Keypad

1) Pressand keep pressed thekeys 1 and OFF for at |east 3 seconds after which
the programming phase starts: thedisplay will show in thefirst linethe name of
the keypad (CLASSIK A) and the actual address (for example, 1).
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2) Programmingthe ADDRESS - Set the address of the keyboard (from 1to
8), then pressENTER to confirm or press ESC to cancel the change and exit

programming.
Programming the L ED Keypad

For programming the LED Keypad, follow the procedure described bel ow.

1) Pressand keep pressed the keys 1 and OFF for at least 3 seconds after which
the programming phase starts.

2) Programming the ADDRESS -The lit LED © indicates that the keypad
address is being programmed. Program the required address for the Keypad
(from 1to 8), then pressENTER to confirm or press ESC to cancel and exit
programming.

Setting up the BPI Level

TheBPI Level of the system peripherals (Keypads Readers, etc.) must match the
BPI Level of the Control panel (set by means of the Jumper [6] on MAIN UNIT
MANUAL).

The KYO16D main unit only operates at a BPI level of +12 V.

To program the BPI Level at 5 Volt, insert Jumper [54] in the ‘BPI LEV 5V
position, and insert Jumper [49].

To program the BPI Level at 12 Volt, insert Jumper [54] inthe ‘BPI LEV 12V’
position, and remove Jumper [49].

The CLASSIKA and PREMIUM keypads, the ECLIPSE2 reader andthe MIN/
OUT expander only operateat aBPI level of +12V: even if the system usesjust
one of these devices, the main unit and all other types of BPI device MUST be
settoalevel of +12V.
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Installing the VRX32-433 and Vector/RX8 Receiver

Control panels from the 8W, 8GW, 16D, 32 and 32G series support VRX32-
433/VRX32-868 and Vector/RX8 Wireless Receivers for Wireless device
management. This section describes the features and installation procedure of
these devices.

The VRX32-433/VRX32-868 Receiver manages up to 32 Wireless detectors (PIR
Detectors, Smoke Detectors and/or Magnetic contacts), and up to 16 Wireless Keys.
The Vector/RX8 manages up to 8 Wireless Zones and 16 Wireless Keys.

Systems which are set up to manage more than 14 Wireless Keys, DO NOT
COMPLY with CEI 79-2 Performance level Il certification.

Before mounting the Receiver:

® Choose a safe dry place.

® Select a location that will provide the best possible reception.

® [ ocate the Receiver as high up as possible.

® Do not locate the Receiver near sources of EMI (television sets, electric
motors, domestic appliances, etc.)

® Do not limit the range with large objects or furniture.

Installing the Radio Receiver (refer also to Figure 1.4)

1. For VRX32-433/VRX32-868 - Loosen the screw [47] (it is not necessary to
remove them).

For Vector/RX8 - Remove the screw [47].

2. For Vector/RX8 only: using a screwdriver, press down on the tab [64] in
order to free the backplate from the frontplate.

3. Remove the frontplate then pull it away from the backplate.

4. Pull the connection wires through the wire entry [57], place the backplate in
the proposed placement, mark the anchor screw locations [59a].

5. Remove the backplate from its placement, then drill the screw holes (check
for plumbing and cable conduits before drilling).

6. Replace the backplate in the proposed placement, pull the wires through the
wire entry [57], then secure the backplate to the wall.

7. Complete the connections on the terminal board [S3].

8. Replace and secure the frontplate with the screws [47].

Changing the batteries of Wireless Devices

If you intend changing the batteries of the Wireless Devices, you must first put
the Control panel in Service Mode by typing in the Installer Code + (EnTER] or by
using a Service Key at an Enabled Reader.

However, if your system includes any LCD Keypads, you must also access the
Installer Menu and select “Actions = Zone Status” (refer to “Programming” in
the “PROGRAMMING FROM KEYPAD” manual).
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Connecting Peripherals

This section describesthe wiring of the peripheral devices.

Shielded conductor cable must be used for all connections. One end of the shield
must be connected to the Control panel, as shown in the wiring diagrams. Each
wiring diagrams refers to a specific device type (Keypad, Key/Card Reader,
Sensor or Signalling device) and showsthe respective terminals.

Connecting Keypads, Readers and Expanders

The Keypads, Readers and Expanders (Input and Output) must be connected in
parallel to the Control panel BPI Bus(terminas1[+], 2[C], 3[R] and 4[], asin
the example in Fig. 2.3). The BPI bus supports up to 24 BPI devices (12 for
KYO16D Control Panel) inal, but not morethan 8 Keypads (4 for KYO16D
Control Panel).

IMPORTANT - KY 016D Control Panel manages all LCD keypads and only
Alison/8L LED keypad.

For theterminalson M-IN/OUT expanders, see Table 2.4.

Table 2.4 - Terminals of the M-IN/OUT Input/Output Expander

Ter. Description
+F Positive power supply to detectors or OC Peripheral
Input or Output zones depending on the operating mode of
T1..T3
the Expander
+ Negative power supply to detectors or OC Peripheral
12 3 4
+[C[R[-] |
Other <7 :
BPI ; ; '
Devices <— i
+/C[R[-
;:z
T+
CEIR
ECLIPSE2 PROXI Esp. M-IN/OUT CLASSIKA PREMIUM

Figure 2.3 - Connecting ECLIPSEZ/PROXI Readers, keypads and M-IN/OUT Expanders
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NOTE - The input lines L1, L2 and L3 on the PREMIUM keypad may be left
disconnected if the keypad is NOT connected to a control unit in the KYO32
series, because all the other control units in the KYO UNIT series DO NOT
support input expansion.

If the PREMIUM keypad is connected to a control unit in the KYO32 series, its
L1, L2 and L3 input lines may be left disconnected if the Input Expansion function
for the keypad is NOT enabled.

NOTE: For Kyo4-8-32, this Control panel does not manage Lines L1 and
L2 on MIA/S and MIA/D Keypads, and Line L1 on OMNIA/TAST-R and
ALISON Keypads. KYO16D Control Panel does manage only L1 Line of
LCD keypads, but to use a 10Kohm resistor for balanced line.

11.5V or over must be present across terminals [+] and [-], in order to allow the
BPI peripherals to operate properly. Owing to Voltage drops and stray capaci-
tance induced by the Control panel BPI bus connections, the following wiring
limitations must be respected:

B The maximum wire length between the Main Unit the BPI peripheral must
not exceed 500 metres;

B The overall wire length for the BPI must not exceed 1000 metres.

See to Figures 2.3 for the Keypad, Reader and Expander wiring diagrams.

The CEI 79-2 approval applies only when the Expander OC outputs are
interfaced with relays, installed inside the Expander box.
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Special features

Memory function

Walk-Test mode

Alarm Detectors

The Control panel provides 8 independent zone terminals (4 on KYO4, 6 for
Kyol6D): [L1], [L2], [L3], [L4], [L5], [L6], [L7], [L8] which accept Normally
Closed and Normally Open detectors. The 10 KQ resistors (1.2 KQ for Kyol6D
Control Panels) will allow youto set up the zones as Balanced or Double Balanced.
Resistors are not required when the lines are programmed as N.C. or N.O.

Negative terminal [#7] and Positive terminal [+B] (or [+F] on SeriesG models)
can be used to power the detectors. Several detectors can be connected to each
zone, however, one detector per zoneisrecommended. Figures 2.4, 2.5 and 2.6
show several wiring solutions.

Some detectors provide specia features, such as the Memory function and
Walk-Test mode.

The Memory function is useful when several detectors are connected to the
sameAlarmline (seeFigure2.7) as, intheevent of an Alarm, it will allow youto
tracetheviolated zone.

The Walk-Test mode will enable the LED for test purposes. The Walk-Test
mode should not be enabled during standby status as, in the event of violation,
the LED will turn ON thuswarning intruders of their detection.

Both functions can be enabled by a Positive or Negative signal, depending on the
detector. The Wiring diagram in Figure 2.7 showsthree Bentel LB612 detectors
with Memory function (terminal [AB]) which will be activated by a Positive
signal. In a connection of this type, one of the three OC outputs (see terminal
[O1]) must be programmed to disablethe Walk Test mode during standby status.

Figure 2.4 - Connecting detectors to N.C. (a) and Balanced lines (b)

U
To Tamper Line —AS— ‘
= = ||
+ \_; 1 - =
KYO #B 4 + | DETECTOR

—
To Tamper Line —AS—
p ASH [

L1 —NC— . a
' 3 [_

+ - ==
Wit ] + | DETECTOR

+B on KY04-8-8W-32 models
¥ +F on KY08G-8GW-32G models ¥¥ 1,2K on KYO16D model
+V AUX on KYO16D model
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+B on KY04-8-8W-32 models
¥ +Fon KYO8G-8GW-32G models
+V AUX on KYO16D model

3% 1,2K on KYO16D model

%

DETECTOR

N <‘ ,,,,,,,,,, - - - - - - __—_______ I,,, 10KQ**
N.C.|AS.[+]- N.C.[AS.[+[-
>
%
DETECTOR DETECTOR

Figure 2.5 - Connecting detectors to a Balanced zone

+B on KY04-8-8W-32 models ¥ 1,2K on KYO16D model
¥ +F on KYO8G-8GW-32G models
+V AUX on KYO16D model FASA (>
10K_Q**
KJYO iy EEEEEEEEEE—— 10ko** -N,C.+ ‘.
+ K= j - ===
* B + | DETECTOR

Figure 2.6 - Connecting detectors to a Double balanced zone

YO

*
+slofL1fEd [+]

Ak
10KQ

+B on KY04-8-8W-32 models
% +F on KY08G-8GW-32G models
+V AUX on KYO16D model

% 1,2K ono KYO16D model

AB[ NC | As [+]-

AB[ NC | As [+]-

DETECTOR

DETECTOR

AB[ NC | As [+]-

DETECTOR

Figure 2.7 - Connecting detectors with Alarm memory (terminal AB) activated by a Positive signal
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Connecting Fire Detectors (with Repeat Outputs)

This Control panel also accepts Fire detectors. The Alarm repeat outputs of the
Fire detectors must be connected to Fir e zones (Normally Open -24 hour zone).

The wiring diagrams in Figures 2.8a and 2.8b shows three detectors, e.g.
Bentel’s 600 Series and Bentel’'s ZT100PL Models (smoke) connected to
Alarm line [L1]. In a connection of this type, the Negative signal (Reset) is
supplied by the Normally Closed OC output (see[O1]).

Connecting Thewiring diagram in Figure 2.9 showsasimilar connection using aRelay Base.

Relay bases In aconnection of this type, the Control panel OC output (see [O2]) must be
programmed asNormally Closed, and the Alarm Line ([L 2]) as Balanced 10K
(‘Balanced 1k2' for Kyol6D Control Panels).

Programming: +B on KYO4-8-8W-32 models
L1 ® Fire . KYO % +Fon KY08G-8GW-32G models
+V AUX on KYO16D model
Baelul | [l
N o 1 |
N L ¥ ——— WE R
L[L[R[L2 L[L[R[L2 L[ L[R[L2
PR 22 & o
LU ‘apt ‘et
SERIES 600 SERIES 600 SERIES 600
DETECTOR DETECTOR DETECTOR

Figure 2.8a - Connecting series 600 detectors with Repeat Outputs

+B on KY04-8-8W-32 models
¥ +F on KY08G-8GW-32G models
+V AUX on KYO16D model

Programming:
L1 ® Fire

Ty [T s 9P TYsRTS
.\fp/_ ;-@L.} '\3-1
ZT100PL ZT100PL ZT100PL
DETECTOR| | DETECTOR | DETECTOR

Figure 2.8b - Connecting ZT100PL detectors (Smoke)
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Alarm Siren

All types of signalling devices can be connected to the free-voltagerelay (termi-
nals[NC], [NO] and [COM]). Thewiring diagramin Figure 2.10 illustratesthe
wiring of a Self-powered Siren (e.g. CALL) and an Indoor Siren (e.g. Wave). In
aconnection of thistype, the Self-powered Siren which will activate when the
Positive signal dropsonterminal [+N].

KYO +B on KY04-8-8W-32 models
¥ +F on KYO8G-8GW-32G models
+* - +V AUX on KYO16D model
wral? | [*]
e 1
! T ] i [10KQ
St [T 11 - i
+12] < [NC]NOJcom +12] +|NCNoJcom +12] < [NC|NoJcom
F = =
(=) (=) (=)
RELAY BASE RELAY BASE RELAY BASE

¥k 1,2K on model KYO16D
Figure 2.9 - Connecting Relay Bases to a Balanced Line

KYO
ol 1] .
T __----------‘: Tamper line

A[+N]  [Ashsg

INDOOR SELF POWERED
SIIJROE?I SIREN

Figure 2.10 - Connecting Indoor and Self-powered Sirens
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Connecting Roller-Blind and Vibration Detectors

Zones 1 through 6 of the K'Y O8 and KY O32 Models, and all zones of the K'Y O4
(zones 1 through 2 for Kyo16D) support Roller-blind and Vibration detectors.
The zones must be programmed respectively with either the Vibration or
Roller-blind attribute (refer to the ‘PROGRAMMING FROM PC’ section in
thisManual), and can be set up asNormally Closed (N.C.) or Balanced 1.5 KQ
(BAL). Thewiring diagramin Figure 2.11 showsatypical connection. The 1.5.
KQ (600ohm for Kyol6D) Balance Resistor must be connected to the last de-
vice, asshown inFigure2.11.

The 1.5 KQ Balance Resistors are not supplied.

If the system hasan LCD Keypad, it will be possibleto Test the sensitivity of the
‘Vibration’ zones. The system must be put in SERVICE MODE, by leaving a
Digital Key inaReader, or by inserting the INHIBIT ALARMS Jumper [8] (the
zones must be tested SEPARATELY'). The display will show the Test message
and the* Shock’ value (0 through 20).

IMPORTANT - For the most reliable results, the
‘Vibration' attribute must be disabled on all zones
except the one being tested.

Programming: |
L1 = N. C. (Normally Closed)

L2 < Balanced 1.5Kohm*

% Balanced 600 ohm on KYO16D model m C.

Flgure 2.11 - Connecting Roller blind and Vibration detectors to a N.C. and a Balanced Line

K’YO *% 600 Ohm on KYO16D model

Parallel of two 1.2 Kohm resistors

.2

NG
ROLLER-BLIND ROLLER-BLIND|  [ROLLER-BLIND
or or or
VIBRATION VIBRATION VIBRATION
DETECTOR DETECTOR DETECTOR
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Connecting the Tamper Line

A - The Tamper Line terminals [AS] are not present on KYO16D Control
Panel.

To make a 24 H Tamper Line on KYO16D Control Panel:
1. Unean alarm zone

2. Program this zone as “24 H”

3. Program this zone as “Balanced 10 K”

4. Assign this zone to one or more partitions

The Control panel (except KY O16D) hasa24h 10K Balanced Tamper line (Termi-
nas5 [AS] and 6 [/#7]). The Tamper terminals of the system peripheras must be
connected in seriesto theseterminals. Thewiring diagraminFigure2.12 illustratesa
typica connection.

10 KQ Balance resistor must be connected to the last device, as shown in
Figure 2.12.

DETECTOR SIREN DEVICES

——

E== NG

OTHER TAMPER

Flgure 2.12 - Connecting the 24h Tamper Line
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Auxiliary Device (Open Collector)

KYO4, KYOS8, KYO8W and KYO32 have 3 programmable Open-Collector
outputs (terminals 23 [O1], 24 [02] and 25 [03]). KYO8G, KYO8GW and
KYO32G have 5 programmable Open-Collector outputs (terminals 38[O1],
39[02], 40[03], 41[04] and 42[05]). Kyo16D have 2 programmable Open-
Collector outputs (terminals 22 [OC1] and 23 [OC2]). These terminals can be
set up as Normally Open (NO) or Normally Closed (NC), and can be activated
by one or more events (to be selected during the programming phase—refer to
the ‘PROGRAMMING FROM PC’ section for the list of events).

The wiring diagram in Figure 2.13 illustrates the operating principles of a NO
Open-Collector output (terminal [O1] on the Control panel) which will be acti-
vated by the ‘Exit Delay’ event.

The CEI 79-2 approval applies only when the Expander OC Outputs are inter-
faced with relays, installed inside the Expander box.

Figure 2.13 - Connecting an OC Output

Relay

KYO L Contacts
ka's 4;*

] :
_@Zil Relé

a7 YO
This connection |
is necessary E [ O [=]
—\ S
N I
— ‘% r -9 Other
— > +—» devices
| Y1 TELEPHONE FAX
o
I
Mains PHONE
Earth PLUG

Figure 2.14 - Connecting the Telephone Line
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Connecting the Telephone Line

If Telephone Dialler facility is used, the Telephone line must be connected to
terminals [L E]. In this way, the Control panel will be the first device on the
telephoneline. If the Control panel is sharing the line with another device, the
latter must be connected to terminals[L 1] (see Figure 2.14), thus allowing the
Control panel totake priority inthe event of an Alarm.

A - Terminal [<] must be connected to the Mains Earth in order to protect
the PCB against line surges.

A\ - Ensure that the Mains Earth line is intact and operating properly be-
fore connecting the telephoneline.

If the Control panel is not connected to the telephone line, the Disable Tel-
ephone line check option must be activated, otherwise, the Telephone Line
Trouble event will be signalled continuously (refer to the ‘ Options Page’ inthe
‘PROGRAMMING FROM PC’ section).

VRX32-433/VRX32-868 and Vector/RX8 Receiver

Control panels with K8W, K8GW, K16D, K32 and K32G boards support
VRX32-433/VRX32-868 and Vector/RX8 Wireless Receivers (accessory
items). Connect the Control panel terminals — [GRN], [YEL], [BLK] and
[RED] to the respective terminals on the Receiver, as shown in Fig. 2.15.

The frequency of VRX32-433 and Vector/RX8 is 433 MHz; instead of
VRX32-868 is 868 MHz.

Use Shielded cable only. One end of the shield must be connected to the [BLK]
terminal on the Control panel. Do not exceed 50 meters of cable length.

KYOSW
KYO8GW |[reo
KYO16D |5«
KYO32 Y=
KY0326

/_ VRX32-433
N \_crn| VectorRX/8

)

Figure 2.15 - Connecting a VRX32-433/VRX32-868 or Vector/RX8 Receiver
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‘Double’ line type (only for KYO16D)

The KY 016D has 6 zones connections. Each connection can be programmed
“DOUBLE" or “DOUBLE with EOL" to reach a maximum of 12 zones.

A “Doubl€e’ or “Doublewith EOL” connection can detect 2 alarm and asingle
tamper.

Fig. 2.16ashown the “Doublewith EOL” connection and Fig. 2.16b shown the
“Doublée” connection

(]
EOL
1,2KQ
2,2Kq 1,2KQ
L1 Q17>
a KYO
16D
DETECTOR DETECTOR
Line 7 Line 1
]
2,2KQ 1,2KQ
L2 D
b |kyo As.| | Inc As.] | [nc.
16D .7 ﬁ
DETECTOR DETECTOR
Line 8 Line 2

Flg. 2.16 - Connecting the "Double Line”
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SECTION 3 - PROGRAMMING FROM PC

Introduction

Main Window

This system can be programmed viakeypad or viathe ‘ KyoUnit’ software appli-
cation from the Bentel Security Suite. In the latter case, the computer must be
linked to the Control panel by aserial cable (e.g. Bentel’s CV SER/9F9F).

This section holds in-detail information on the system parameters, and should
also be referred to when programming via keypad.

The programmed parameters can be saved on the computer hard disk, or on a
floppy disk, and downloaded to the Control panel viamodem or on-site.

The parametersare grouped together in pages. The pagesin this section follow the
page order inthe‘KyoUnit’ application.

NOTE - The images of the software are indicative and they depend on the
Control Panel version used.

Accessing the Pages

Saving the Parameters

Select Ins
Download
Upload

FErint

The ‘KyoUnit' application opens on the Main page (see Figure 3.1). The Tree-
view menu (see Pages section) will allow youto accessall the Pagesin the Appli-
cation.

Managing the Pages

Click once on the name of the required page — the page name will highlight and
the pagewill open, ready for programming.

Use the Save command from the File menu.

Using the right button on the mouse, click any part of the Page section to access

the context menu. The context menu will allow you to Select, Upload, Download
and Print the Pages, asfollows.

® Select - Thiscommand will select/deselect the pages. Only selected pages
(v¥') can be downl oaded/upl oaded/printed.

The Pages can also be selected/deselected via the “ Ins’ key on the Com-
puter keypad.

® Download - Thiscommand will download the selected pages (v') to the Con-
trol panel.

® Upload - Thiscommand will upload the selected pages (v') to the Computer.

The pages will be deselected automatically after Downloading/Uploading.
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Alphabetical or
Code order

Upload
Delete

® Print - Thiscommand will print the selected (v') pages.

You can close the Pages section temporarily by clicking I, and open it again
temporarily by clicking the Page bar. If you want to keep the Pages section
open, click also thedrawing pin 4.

The Page name on the button will change in accordance with the open Page.

You can show/hide the ‘Pages section via Settings=> Layout = Pages.

Managing Customers
This section describes the Database (Customer Names and Codes).

The Customer list can be organized in Alphabetical or Code order by clicking
either the Name or Code bar.

Using theright button onthe mouse, click the name of any Customer to accessthe
context menu. This menu will allow you to Load or Delete the Customers, as
follows.

® Upload - Thiscommand will load the Customer Configuration page.

You can also upload the Customer’s data by double clicking the Custom-
er’'s name on the Customer list.

® Delete- Thiscommand will allow you to del ete the sel ected Customer from
the Customer list, and consequently from the Database (see Figure 3.2).

ar#yo Unit - George Bamard (=[O0

Programming  Settings  Check Modem Help

Close button

Title bar
Menu bar =
KY032G
Page bar
1 Outputs
Partitions
Phone
§ Telesarvice
Pages section
G Code
=g Ky
{j) Clack i
Customers.
Mame
Customers Section  [pavs Fete

B : Data
g Scheduler KYO Unlt 4_&

Release 5.2 Version 0
Copyright Bentel Security sil
httn://vww bentelsecurity.com/

Key/Card

Collns Mark 0007

Smith Joseph 0008

Flgure 3.1 - KYO UNIT Main page

Dawnload

7 | Toolbuttons

Help

Upload
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Warning
Customers x

vene foce & Bj\:‘:;eler ?
Bamard George 0003 .
Calling Mark ooy Upload

=
]

Srith rh nnnR

Figure 3.2 - Deleting Customers window

You can close the Customer s section by clicking I, and show/hide the Cus-
tomers section via Settings = Layout = Pages, or by pressing F9 on the
computer keypad.

Data Section

The pages you select from the Pages section will be shown in this part of the
Mainwindow.

Toolbar and toolbuttons

Uplozd

Dovvnlozd

2
Help

TheMainwindow (see Figure 3.1) providesthefollowing barsand tools.
® TitleBar — thisbar will show the selected Customer’s name;
® Toolbuttons— these buttonswill download/upload the current Page;

® Menu Bar — thisbar issimilar to the Menu bars of most Windows™ pro-
grams, and will allow you to access basic functions, such as: New Customer,
Seria Ports, etc. The Menu bar optionsare described inthe‘Menu Bar’ para-

graph.
® The Close Application button.

You can also close the Application via File = Exit.

Upload, Download and Help toolbuttons

There are 3 toolbuttons at the bottom of the Parameter Pages (5 at the bottom of
the’Logger Page' and 6 at the bottom of the ' Events Page'). The toolbuttons
are not shown on the Main window.

Upload — this button will upload the parameters of the current Page (from
Control Panel to Computer).

Download — this button will download the parameters of the current Page
(from Computer to Control panel).

Help — this button will open the context window (Adobe® Acrobat® Reader™
required).
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[Eie’

Mew Customer

Save Configuration
Print

Exit

Enrolled Customer

Duplicate Code
(Manual assign-
ment)

Brogramming

Upload
Download

[ File = Save Configuration - This [FEm= Bk
command will open the ‘Cus- Hare [
tomer’ page. If the Customer has g~
already beenenrolled, therespec- | et
tive details and Code will be el :

. Customer Code 0000 1} Seach

shown. If the Customer is‘New’, Loaedly [T
it will be necessary to enter the =GPt 777
Customer details and assign a = e — _
code. Codes can be assigned
manually, or automatically by ;n
means of the “Search” button. % Corce
When saving the parameters of an enrolled Customer, the
Warning window will be shown. Click Yes to save new |/ e o
data or No to quit. = w |
If acodeis duplicated (Customer already enrolled) the oo
Application will show the Error window. Q oo

The Menu Bar
This chapter describesthe Menu bar of the ‘KyoUnit' application.
[ File = New Customer - This com- [E M= E3

mand will allow you to program New | conisiPanelyee
Customer systems. All settings will |
be at default and can be programmed IFU“;WH'—_I :

. ) - Upload
as per requirements. The ‘Panel’ St |
window will allow youto specifythe |« [ x || 2
Customer’s Control panel and o o] L]
Firmware Release. Thisinformation can be uploaded directly from the con-
nected Control panel by clicking Upload. Click OK to exit.

If the‘Confirm’ window opens, when New Cus- 2
tomer is selected, it means that the Application @ Corfiguratian nct saved! Save?
has found unsaved data. If the datais not saved it
will becleared. Click Yes to save or ‘No’ to quit Mo
without saving.

[ File = Print - This command will print all the parameters of the selected

pages (v). Once the command has been executed, all the selected pages
(v') will be deselected automatically.

[ File = Exit- Thiscommand will closethe Application.
[ Programming = Upload - This command will transfer all the programmed

data from the Control panel to the Computer. Once the command has been
executed, all the selected pages (v) will be deselected automatically.

[ Programming = Download - This command will transfer all the pro-

grammed data from the Computer to the Control panel. Once the command
has been executed, all the selected pages (v') will be deselected automati-
caly.
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[ Gettings [ Settings = Layout - This option will allow you to view/hide the Pages and
Lavout ’ Customers sections.
f::;”;:': [ Settings = Serial Ports - Thisoption will allow you === —
Print S etting to setup two Computer COM Ports, for the connec- | et o
Parel tions between the Control panel and Modem (via = co o
LCD strings RS232 link). It will also allow you to program the e
maxi mum number of connection attempts (5 at de- <

fault), and the maximum bytesin asingleframe dur-
ing remote transmission (64 at default). Poor quality | ===
transmission can be improved by reducing the
number of transmission bytes.

[ Settings = Language - Thisoption will allow you o m—
to select the Application language. Click the re-
quired language then the OK button.

[ Settings = Print Setting - Thiswindow will allow
you to create the | etterhead for the printout.

To attach a picture or Logo to the let-
terhead: click L ogo and select the path

Mame  ob n D avid
of the Bitmap (.BMP extension). Addes E
Telephone Number [00224667788 |
o |

Xconcel | 7 Hep

ElPiint Setting [_[O[x]

i oblePhene  [22233mead |
NOTE - Oncethe picture or Logo has "™

been attached to the letterhead, DO ook ] X cecd| -
NOT delete or move it from the Hard-
Disk.

[ Settings = Panel - Thiscommand will allow =]

youto specify the Customer’s Control panel Panelcoss ot st Panel changed Conus?
and Firmware Release (refer to File = @

New Customer). If you make a Download/ Ne

Upload request, and thedatainthe‘ Panel’

window does not match the connected Control panel, the Application will show
the* Confirm’ window. Click Yes to confirmthe Download/Upload request, or
No to quit. Inboth cases, the Application will be updated automatically withthe

new Control Panel Type and ey —
F| rmware rd ease. "Avaﬂahle language on the panet
i ; ==
(| §ett|ngs = LCD Strmgs - Upload | Dowrload

This command will allow
you to select the Language
for the LCD Keypads (refer s o | o |
to “ Available language on the software” ): after selecting the Language,
click theDownload button (bottom | eft) in order to update the Control pan-
el. KYO 32 Series Control panelsalso provide the“ Available language on
the panel” option, which will allow youto Upload or Download one of the
4 resident languages on the Control panel board. Click OK to exit.

[ Settings = Conversion table - This command will alow you to create a
aternative character table to Windows™ (e.g.Cyrillic), or to customize the
current table.

Available language on the software [[ENENE =
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LCheck

Spstem enquiry and contral
ey programming

[ Check = System enquiry and control - This command will open awindow
similar to the one shown in Figure 3.3. which will alow you to:

View the status of the Partitions

View the status of the Zones

View the status of the OC Outputs, and the Alarm Outputs
View Trouble and Tamper events

Arm/Disarm Partitions

Bypass/UnBypass Zones

Turn ON/OFF OC Outputs

Reset Alarm/Reset Alarm Memory

Reset Alarm Memory

You can access all the System Enquiry options without entering a Code,
however you must enter a Main User Code to access the System Con-
trol options (Arm/Disarm, Bypass/UnBypass Zones, Reset Alarm/Reset
Alarm Memory and Reset Alarm Memory). If the entered Main User
Codeisnot Enabled on the Partitionsinvolved in the requested operation,
the commandswill have no effect.

Following isadescription of the‘ System Enquiry and Control’ window:

Zones - This section provides the following information for each of the
Control panel Zones:

No.

- Identifier number

Description - Zone Label
Part. - Enabled Partitions

Al.- GREEN = Zonein Standby; RED = Zonein Alarm;

RED BLINKING = Alarmin Memory

1234587
123468
12345
1234

@ [Reading

Figure 3.3 - System enquiry and control window
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Tam. - GREEN = Zonein Standby; AMBER = Tamper on Zone;
AMBER BLINKING = Tamper in Memory
Byp. - GREEN = Zone Unbypassed; AMBER = Zone Bypassed

To Bypass/Unbypass a Zone - Using the left button on the mouse,
select the Zone then click the right button and select the required
option fromthe Pop-up menu. This command can be sent ONLY when
the Zone is Enabled on a Disarmed Partition.

Partitions - This section provides the following information for each of
the Control panel Partitions:

No. - Identifier Number

Description - Partition Label

Al. - GREEN = All the zones of the Partition arein Standby

RED = At least one of the zones of the Partitionisin Alarm

Status- This columnindicatesthe Arming mode of the Partition (refer to
table3.1).

To Arm/Disarm a Partition: using the left button on the mouse, se-
lect the Partition then click the right button and select the required
option from the Pop-up menu.

Tamper - Thissection indicates current Tamper conditions:

GREEN= No Tamper; RED = Tamper present

Trouble- Thissection indicates current Trouble conditions:

GREEN = No Trouble; RED = Trouble present

Outputs- This section indicates the current status of the OC Outputs:
GREEN = Output in Standby; RED = Output Active

To turn ON/OFF an Output: using the left button on the mouse, select
the Output then click the right button and select the required option
from the Pop-up menu. This applies ONLY to Outputs which have been
set up for “ Remote Command” (refer to the ‘Output Page’).

Tamper in memory and Siren - This section indicates the current status
of the‘ Tamper Memory’ and ‘ Siren’:

Tamper in memory RED = Tamper eventsin Memory
Siren RED = The Alarm Output (or Output relay) isActive

Reset Alarm Memory or Reset Alarms - You can reset the Alarm
memory or stop ongoing Alarms by meansof the X button. For further infor-
mation, refer to the relevant paragraph in the USER MANUAL.

Press the Close button (| i ce= [)to exit the System enquiry and control
session.
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[ Check = Key programming - This
optionwill allowyoutoprogramthe | e el
. I~ Service I~ Par.1 I Par.§
system Keys/Proxi-Cards. Once I CeaCdtime Chz  Ceac
the Key/Proxi-Card has been prop- I Keyand TRad [ Pats

erly programmed and assigned to
its respective Partitions, it must be
enrolled on the system. To enrol
the Key/Proxi-Card: insert the Key
into the Reader slot or hold the [Feome]
Proxi-Card near the sensitive area
of aProxi-Reader. The 3 LEDson the Reader will blink to confirm enrolment,
and the computer will emit an audible confirmation signal (beep).

lelietie i I
FFTE 8
i lielie e}
FEEF
FEEE

[ Check o [E

View Config- B LA
uration - This 5 =
optionwill al- %m
low you to 5
view the sys- e a—
tem peripher- L.
al devices. mgm
Each device Lo ==
typeisidenti- ‘mg-»
fied by a col- G
our (see Ta- g
ble). mgm
X Conce]
Colour Description
WHITE Device missing (not enrolled and not connected)
RED Device enrolled but in Tamper status
BLUE Device connected but not enrolled
YELLOW | Device enrolled but missing
GREEN | Device enrolled and present on the system
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tndem ] Modem = Connection - Thisoptionwill allow you to connect, viaModem,
Connection to theremote Control panel.
Setting

] Modem = Setting - Thisoptionwill allow you to setup the Modem.

[ Henawe | Modem = Hang up - Thisoptionwill allow youtoend telephonecommunications.
For further information on the Modem menu options, refer to “ Pro-

gramming from PC via Telephone” .
Help [ Help = Guide - This option provides the System guide (Adobe® Acrobat®

Guide Reader™ required).
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Keypads Page

<eypad 01

seypad 0
Keypad 02
Weypad 03
Keypad 04
Keypad 05
Keypad 06
Weypad 07
Keypad 0&

At default or after arestoration Factory preset, in the Control Panel are auto-
matically programmed one or more keyboards according to as specified in Tab.
6.1 of the Chapter 6 of MAIN UNIT MANUAL.

Keypads Table

Thistablewill allow you to enable (v') or disable (box empty) the system keypads.
No. - This column showsthe keypad Address (non editable).

Description - Thisfield isfor the keypad label (maximum 16 characters).

The number next to the Page Name indicates the total number of enabled
keypads.

Enable Keypad

Thissection will allow you to enable (v') or disable (box empty) thekeypad onthe
partitions.

Keypad Type

This section will allow you to specify the type of keypad (refer to Chapter 2).
Select “LCD” for LCD keypads or select “Icon/Kp - LED” for LED
keypads.

[EKyo Unit - George Barnard

[_[5]x]

File Programming Settings Check Modem Help
Keypads (01)
Pages x| Keypad 01 |
3 K03z [Ho. [Descrighion ~Enable Keypad 01
-7 Corfiguration 01 .
R & =ypads (01 02 |Keypad 02 Partion 0 icd
Readers 3 Koypad 03 Pariiion 02 ~
Parliion 0% icd
e Expander In/ut 34 IHoypad 04
> o Partifion 04 ~
i Receiver 05 Heypad 05
£ Zores gla Partition 05 "
8 Outputs 08 Keypad 06 Partiton 0 ~
;l’! Parlitions 07_|Keypad 07 Partition 07 ~
Phone 08 Keypad 05 Parlition 08 ird
§ Teleservice
L1} Logger
) Events
& Scheduler
4 Options
o Code
=g Key
e Key/Card
¥ wieless Keps
& Clack
Customers x —
type
Name
George Bamard 0004 LD e
Paul Colins 0005
Icont C
Peter Davids 003 (G
NE2/Tast o
Alison 32 (s
) ) ¥
Upload Dowvriload Help

Figure 3.4 - Keypads Page
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Readers Page

The Card/Key Readerswill allow you to perform all basic operations, such as:
m  Globd Arming

Disarm Partitions

A ModeArming

B Mode Arming

Stop Alarm on Partitions

Readers Table

S Ores=oi @ Thiswindow will allow youto enable (v) or disable (box empty) the system Read-
N o ers(seeFigure).

De{flonder (2 ®  No. - Thiscolumn showsthe Reader Address (non-editable).
Description - Thisfield isfor the Reader label (maximum 16 characters).

1234567 8- These columns correspond to the 8 partitions. The Readers can
be programmed to operatein 3 different modes on the 4 partitions, asfollows.

o 2[5 [ ] RED - This row will allow you to enable (v') or disable (box empty) the
LB NS Reader for GLOBAL Arming on the selected partitions (see Figure). All the

DRI enabled partitions will arm, when the PROX| CARD/Key is removed from
the Reader when the RED LED is ON.

[LEC[ [2 [3 [¢ ] AMBER - Thisrow will allow youto enable (v) or disable (box empty) the

bl i Reader for A Mode Arming on the selected partitions. The partitions will

o Arm or Disarm, as programmed, when the PROX| CARD/Key is removed
from the Reader when the AMBER LED is ON. Refer to table 3.1 for the
A Mode programming instructions.

[ Kyo Unit - George Bamard [_[51x]
File Programming Settings Check Modem Help
Readers (02)
Pages x| Reader 01
[@ Koa /[N Desoiiption Lep[1 [2[3s[s[6 [7 [B ﬂ Mode
-7 Configustion 01 Rieader 01 e YV be Ay
-?Keypads M s [ | s s [N 5= Sty
L g @ MNASHNHNNNH I= StapOdelay
02 Fieader D2 e Y MMMV D = Disam
LZUHES AN D A A A A A M= Mull
L Dutputs @ DD DD AAS
Partiions 03 Reade 03 ®
Phone
§ Teleservice @
L1 Logger 04/ Readsr 04 ®
& Events
’ Seheduler )
% Dptens 5 Freads: 05 O
s Key
o KeyiCard L
¥ wireless Keps 06 Freader 05 ®
& Clock
]
Customers % | [ 07 Reader 07 0
Nare [ code |
George Bamard ) L
Paul Calins 1005 08 Reade 08 *
Peter Davids 003
]
05 Freade 03 0 =
= i) 2
Upload | Dowvnioad Help
Figure 3.5 - Readers Page
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Table 3.1 - A and B Mode Arming options
Letter Action Description

The respective Partition will arm in Away mode, in this way, violation
of Zones with the Internal attribute will be signalled

s Sta The respective Partition will arm in Stay mode, in this way, violation
Y generated by Zones with the Internal attribute will be ignored

The respective Partition will arm in Stay mode with0 Entry and Exit

A Away

I Stay 0 Delay Times
D Disarm The respective Partition will disarm
N No Change |The respective Partition will not change status

GREEN- Thisrow will allow you to enable (v') or disable (box empty) the
o Reader for B Mode Arming on the selected partitions. The partitions will
7%“7 Arm or Disarm, as programmed, when the PROX| CARD/Key isremoved
from the Reader when the GREEN LED is ON. Refer to table 3.1 for B

M ode programming instructions.

FERLLSIL (U]
Readers [02]

Tranirn

The number in brackets at the side of the ‘Page’ type (Readers), indicates
the total number of enabled Readers.

Receiver Page

Pages x

This page will allow you to select the =
type of Receiver you are using: 8 gwimsin

Keypad (01) " YectorRx

VRX32-433 or Vector/RX8. -l Rester

ok Expandst In/Out  VedorRd

L Zones

A Ouputs

The receiver Vector/RX8 manages only 8 Wireless Zones. If this receiver is
used on a Kyol6D Control Panel or on one of the Kyo32 Series Control
Panels, only the zones from 9 through 16 can be programmed as “ Wireless’
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Expander In/Out Page

Series 32 control panels can have up to 4 M-IN/OUT Expanders connected to
them, programmed as Input Expanders or Input/Output Expanders, in order to
increase the number of zones (up to amaximum of 32) and up to 2 M-IN/JOUT
Expanders programmed as Output Expanders or Input/Output Expanders, in or-
der to increase the number of outputs (up to amaximum of 16).

The M-IN/OUT Expander is seen as an Input Expander and/or as an
Output Expander, depending on how it is programmed (see " M-IN/OUT
Expander” in the "INSTALLATION" chapter). If the M-IN/OUT Ex-
pander is programmed as an Input and Output Expander, it must be
configured as an | nput Expander and as an Output Expander. For ex-
ample, if you have programmed an M-IN/OUT Expander as an Input
Expander and Output Expander, and assigned it address no. 1, you must
configure I nput Expander no. 1 and Output Expander no. 1.

v’ - To enable the Input/Output Expander on the system.

If the Expanders are enabled, the number of I nputs and/or OC outputs
in ‘the Zones' and ‘Outputs pages will be updated automatically.

No. - This column shows the Expander Address (non-editable).
Description - Thisfield isfor the Expander label (maximum 16 characters).

All other Control panels of the KYO series are unable to accept Expanders,
even though the option appears on the menu.

The number next to the Page Name shows the total number of enabled Ex-
panders (Input and Output).

ings Cheok Modem Help

Expander In/Qut (02)

Pages

x |

F kvo32

T Configuiation Vi Expander in 01 1 Expander Out 01
eypads [01) V2 Expanderin2 2 Exqander ot 02

s
b Code
=2 Key
s Kep/Cand
B Wireless Keps

&) Clock

- [Mo [Description [ [Mo.[pescription

3 Expanderin 03
4 Expander In 04

Paul Collns
Peter Davids

Figure 3.6 - Expander In/Out Page

George Bamard

i = %
Uplood | Download| el
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Zones Page

This section describes the Zones page (see Figure 3.7).

Zones Table

No. - This column shows the Zone identifier number that will be used instead
of the Zonelabel (Description) in some parts of the application.

If an M-IN/OUT Expander is configured as an Expander with 4 Zones +
Expander with 2 Outputs, only the Zones corresponding to terminals L3,
L4, L5 and L6 will be usable; if it is configured as an Expander with 4
Outputs + Expander with 2 Zones, only the Zones corresponding to termi-
nalsL6 and L7 will be usable.

Position/Placement - This column shows the non-editable label of the hard-
ware component the zoneis assigned to.

Description - Thisfield isfor the keypad label (maximum 16 characters). The
Applicationwill usethelabel asthe zoneidentifier.

Ter. - Thiscorrespondsto the terminal identifier on the PCB.

The numbersL1, L2, ..., L6 on M-IN/OUT Expanders programmed as | nput
Expanders correspond, respectively to terminals T1, T2, ..., T3.

Serial No. - Thisfield is for the 6 digit Serial number (ESN) of the Wireless
device (if used). The ESN isprinted on the devicelabel .

To program the zone parameters:
1. select the zone (click to highlight);
2. program the following parametersfor the selected zone.

i [serane ] | 1#P
m

@ Double balanced
() € Balance 10k
5
L

1
2
3 © Nomaly Closed
A

nes s
6
7
s

 Nomely Open

w

w

s
nes u
ne 10 ()
re 11 5
ne 12 L

Figure 3.7 - Zones Page

¥ Patiion 01
I~ Paiiion 02
24 L4 I~ Patiion 03
ne 25 LS I~ Paton 04
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()

Type

This section describes how the various Zone types respond to violation during
Standby status (Unbypassed). Bypassed zones will ignore violation and will not
generate Alarms.

In this section, the text in brackets ( ... ) refers to the text which will actually
appears on the LCD Keypad.

Alarm Zones e Instant (Instant) - Violation of this type of zone will generate an Instant Alarm.

Command Zones

® Delayed (Delayed) - Violation of this type of zone will not generate an Alarm
during the Exit Time. Violation during Armed status (after the Exit Time has
elapsed) will generate an Alert signal (Entry-Time signal). If the system is not
disarmed before the Entry-Time elapses, the zone will generate an Alarm.

® Path (Path) - If this type of zone is the first zone to be violated, it will
generate an Instant Alarm. Path zones will not generate Alarms during En-
try and Exit times.

24 h (24 hours) - This type of zone will always be active, regardless of the
Armed/Disarmed status of its Partition. Violation will generate an Instant
Alarm.

® Duress (Duress) - This type of zone is automatically programmed as a
Silent 24h zone. Duress zones activate the Communicator only, and are suit-
able for Panic buttons.

Fire (Fire) - This type of zone is automatically programmed as a 24h N.O.
(Normally Open) zone.

® Switching (Switch.) - This type of zone is automatically programmed as a
‘Command Zone’. Violation of this type of zone will switch the status of all
the Partitions it is assigned to (from Away to Stay Arming or vice-versa).

® Arm (Arm Only) - This type of zone is automatically programmed as a
‘Command Zone’. Violation of this type of zone will Arm all the Partitions it
is assigned to.

You cannot assign any attributes to ‘Command Zones’ (refer to the ‘Attributes’
section).

The CEI 79-2 approval applies only when command zones are dedicated to
command devices with the same Performance level as the Control panel which
houses the decoding circuit.

Balancing

® Double Balanced (DBAL) - In Standby status, the zone must be connected
to Negative by two 10KQ resistors (for Kyo16D the value of this resistors is
1.2Kohm). If one of the resistors disconnects, the Control panel will generate
a Zone Alarm. In all other cases (Zone Open) the Control panel will generate
a Tamper event. This Type of connection (by means of just 2 wires) will signal
open Alarm/Tamper contacts.
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Balance 10k (BAL) - (Balance 1k2 for Kyo16D) In Standby status, the
zone must be connected to Negative by a 10KQ (or 1.2Kohm for Kyo16D).
For “Vibration’ or Roller Blind’ zones attribute, the resistor is 1.5K€ (or 600
ohm for Kyo16D). If the resistor is short-circuited, the Control panel will
generate a Tamper Alarm. If the resistor disconnects (Zone Open), the Con-
trol panel will generate an Alarm event.

Normally Closed (NC) - In Standby status, the Zone must be connected to
Negative. The Control panel will generate an Alarm when the contact opens.

If Zones are programmed as Normally Closed, the Performance level of the
Control panel will down-grade from Level Il to Level I — as the Zones
concerned will not be protected against short-circuit.

Normally Open (NO) - In Standby status, the zone must be Open. The
Control panel will generate an Alarm when the Zone connects to Negative.

The CEI 79-2 Certification does not apply when Zones are programmed as
Normally Open, as the zones concerned will not be protected against wire cutting.

Doubled (Only for KYO16D) - This balance type is used to double the
zone. In this way every line (from L1 to L6) can manage two different de-
vices (for example, 2 sensors or 1 sensor and 1 contact) and the Control
Panel is able to recognize the one or the other in case of alarm.

Doubled EOL (Only for KYO16D) - As the precedent, but it needs a series
End-Line (EOL) resistor of 1.2 Kohm to detect short circuits.

Attributes

Unbypassable (Not Byp.) - Zones with this attribute cannot be bypassed.

Chime (Chime) - Violation of a zone with this attribute, during Disarmed
status of its Partition, will generate an audible signal on Keypads and PROXI
readers with the ‘Chime’ attribute (refer to ‘Chime on Keypad’ and ‘Chime
on Proxi Reader’ on the ‘Options’ page). Violation of a ‘Chime’ zone, during
Armed status of its Partition, will not generate an audible signal.

Test (Test) - Zones with this attribute will be operative, however, violation
will not activate the audible-visual signalling devices or the Communicator
but will be recorded in the event buffer. Zones with this attribute will
always operate as “Instant” Zones, even if they have been programmed as
“Delayed” Zones.

Mute (Mute) - Violation of a zone with this attribute will activate the
Communicator only. The audible-visual signalling devices and the keypads
and PROXI Readers will remain silent.

Internal (Internal) - Zones with this attribute will be bypassed when
their Partitions are armed in ‘Stay’ mode (S) or ‘Stay 0 Delay’ (I).

Vibration (Vibrat.) - This attribute must be assigned to Zones used for
Vibration detectors. There are two trimmers for sensitivity adjustment in
the “ Sens. Vibration’ section.
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m  Sensitivity: Thistrimmer setsthe‘ Single Shock’ threshold. The select-
ed value— minimum 20 (100 ms), maximum 1 (5 ms) — will determinethe
‘Shock’ impact thezonewill allow beforesignalling violation. Set 1 for max-
imum sensitivity.

m  Pulse: Thistrimmer setsthe ‘Pulse’ threshold. The selected value will
determinethe number of * Shocks' the zonewill allow beforesignalling viola-
tion. Therefore, if the trimmer is positioned on Disable, the corresponding
zonewill becompletely insensitiveto Pulses.

For example, a zone with the ‘Sensitivity’ threshold of 10 and ‘Pulse’
threshold of 5 will generate an Alarm when:

a) it receives a single Pulse that exceeds the Sensitivity threshold of 10;
b) it receives 5 Pulses of low Sensitivity within 30 seconds.

NOTE: If you assign N.C. Balancing (Normally Closed) to a Vibration
Zone, Wire cutting will not be signalled.

Roller Blind (Roll.Bl.) -Thisattribute must be assigned to Zones used for
Roller blind contacts. There are two trimmers for sensitivity adjustment in
the‘Roller Blind" section.

m Pulse: This trimmer regulates the ‘Pulse’ threshold (1 through 5). The
selected value will determinethe number of * Shocks' that the zonewill allow
beforesignalling violation. Therefore, if Disableis sel ected, the correspond-
ing zonewill be completely insensitiveto Pulses.

m Time- Thistrimmer regulatesthe’ Time' window. The selected value will
determinethe‘Pulse’ threshold time (i.e. thetimeallowed for the Pulse coun-
ter to reach the programmed threshol d).

For example, a zone with a ‘Pulse’ threshold of 4 and a ‘Time window of 2
minutes, will signal violation when its contact generates 4 Pulses within 2 min-
utes.

If less pulses than the programmed ‘Pulse’ threshold are generated dur-
ing the ‘Time' window, the zone will not signal violation, but will refresh
the window and carry forward the memorized number of pulses minus
one (e.g. 3 pulses memorized = 2 pulses carried forward). The window
will be refreshed until there are no pulses to carry forward, at which
point, the ‘Pulse’ threshold and ‘Time' window will reset.

If the trimmer is positioned on ‘repetitive’, the number of pulses (if less
pulsesthan the programmed * Pulse’ threshold) will be stored indefinitely.

Inall cases, the' Pulse’ threshold will reset automatically each timethe Con-
trol panel disarms.

NOTE: Tamper cannot be signalled if N.C. Balancing (Normally Closed)
is assigned to the Roller Blind Zone.
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The'Vibration’ and ‘Roller Blind' attributes can be assigned to the first
6 Control panel zones only (all zones for Kyo4 and only on the first 2
zones for Kyol6D).

Wireless (Wireless) - (Only for 8W, 8GW, 16D, 32 and 32G models).
Only systems with a duly enabled VRX32-433 or Vector/RX8 Receivers
(refer to‘ Options' in this section) can manage zones with this attribute. The
6 digit Serial Numbers of devices connected to these zones must be specified
in the respective column. If azoneis setup asaWireless zone, the Super -
visory attribute will be enabled automatically (refer to * Supervisory’), and
itwill beshowninred.

IMPORTANT - If the “Low Battery” fault warning persists after the
batteries have been changed, deselect the “Wireless’ attribute of the
respective zone then re-select it immediately.

Supervisory (Superv.) - If a zone is setup as a Wireless zone, this at-
tribute will be enabled automatically, thusalowing the VRX 32-433 or Vector/
RX8 Receiver to monitor the Wireless device that is connected to the zone
(refer to * Supervisory Time' onthe‘Partitions' page). If the Wirelessdevice
failsto send asignal to the VRX32-433 or Vector/RX8 Receiver within the
programmed Super visory window, the Control panel will generatea‘ Miss-
ing Device' event.

The Identifier number of the zone which generated the event will be
recorded in the Event logger.

Double (DoubleP) - A Zonewith thisattribute will generate an Alarmiif it
isviolated twice within the programmed time (accepted values: 0 through
250 seconds). Refer to the ‘Double Pulse'.

Or (Or) - Violation of aZonewith thisattribute will generate an Alarm even
when only ONE of its Partitionsis Armed.

And (And) - Violation of aZonewith thisattribute will generate an Alarm
only when all the* And’ Zones of the Partition concerned are violated within
the programmed Time (refer to ‘' T. And Zone' on the Partitions page).
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Cycles

This parameter determines the number of times the zone will signal the ‘Zone
Alarm’ event.

® Repetitive (RP) - Zoneswith this attribute will generate the ‘Zone Alarm’
event for an unlimited number of times.

® Cycles(Cycles) - Therequired number of Alarm cycles (0 through 14) can
be programmed in this field. If zero (0) is programmed, the zone will be
unableto generate Zone Alarm event.

NOTE: Zones that signal persistent Alarm status (e.g. due to Trouble) will
generate One Alarm Cycle Only.

Double Pulse
This section describes how to program the Double Pulse time (0 to 250 seconds).

Partitions

Thissectionwill allow you to assign the Zonesto the Partitions. The Zonewill be
ableto generate Alarm eventsonly when all its Partitions are armed.
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Outputs Page

This section describes the Outputs page (see Figure 3.8).

The CEI 79-2 approval applies only if Outputs which activate Alarm devices
such as Sirens, are not Bistable.

Outputs Table

No. - This column shows the OC Output identifier number that will be used
instead of the Output label (Description), in some parts of the application.

Position/Placement - This column shows the non-editable label of the hardware
component the OC Output is assigned to.

Ter. - This corresponds to the terminal identifier on the PCB.

Description - This field is for the keypad label (maximum 16 characters). The
Application will use the label as the OC Output identifier.

To program the zone parameters of an Output:
1. select the Output (click to highlight);

2. program the following parameters for the selected Output.

Attributes

This section will allow you to select the status of the Outputs during standby
status: NO (Normally Open) or NC (Normally Closed).
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Monostable Times

This section describes how to set the ON and OFF Times of M onostable Out-
puts. Accepted values: 0 through 250 seconds.

To used thisfunction, click on " Monostable' check-box.

® The ON Time determines the time an Output will remain active.

® The OFF Time determines the time an Output will remain in ‘forced’
standby status after expiry of its programmed ON Time.

An Output will hold ‘forced’ standby status (even after its programmed OFF
Time) until the event which generated itsactivation clears.

Signals

NOTE: The ‘Restoral’ conditions described in this section refer to ‘NON-
Monostable’ Outputs. Under normal circumstances, an Output will restore to
standby when its programmed ON Time expires (refer to ‘Monostable’ and
the respective Table)

NOTE: The text in brackets appears on the Installer Menu.

o Away (Away Arm) - The Output will activate when at | east one of its Parti-
tionsarmsin Away mode.

® Partition Disarmed (Disar med) - The Output will activate when one of its
Partitionsdisarms.

® Trouble(Warning) - The Output will activate when a Trouble event occurs
(refer to the ‘Events Page’ section), with the exception of the ‘ Telephone
LineTrouble . The Output will restore automatically when the Trouble clears.
Thissignal isfor Non-Monostable Outputsonly.

® Alarm Memory (AlarmMem) - The Output will activate when Alarms are
present in the memory. The Output will restore when the memory resets (via
a‘Clear Alarm Memory' command).

® Exit Time (Exit T.) - The Output will activate when the ‘Exit Time' of its
assigned Partitionsistriggered, and will remain active until the‘Exit Time'
expires.

® Entry Time(Entry T.) - The Output will activatewhen ‘Entry Time' of its
assigned Partitionsistriggered, and will remain active until the Entry Time'
expires.

® Chime(Chime) - The Output will activatewhen a‘Chime' zoneisviolated
during disarmed status of one (or more) of itsassigned Partitions. The Out-
put will remain active for approximately 1 second. This signal is for
Monostable Outputsonly.

® Auto-Arm Timeout (Alert T.) - The Output will activate at the pro-
grammed time, and will remain active during the countdown to automatic
arming.
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Line Down (Line T.) - The Output will activate for 15 minutes when tel-
ephone-linetroubleisdetected. If the trouble condition clears, the Output will
restore automatically when the 15 minuteinterval expires, otherwise, it will
remain activefor afurther 15 minutes.

Reset Fire(Fireres) - The Output will activatein M onostable mode each
a‘Clear AlarmMemory' operation isrequested (PIN required) at aKeypad
which is assigned to one of the Partitions associated with the Output. If the
Output isprogrammed asN.C., it can be used asthe Negative power supply to
the Fire detectors. In fact, the Negative signal will fail for the programmed
‘Monostable Time' (refer to Outputs Page) each time a ‘Clear Alarm
Memory' operation isrequested, thusallowing the Fire detectorsto reset.

Alarm (Al.r.bel) - The Output will activate when one of its assigned Parti-
tionssignals Alarm, and will restore when the Alarm cycle ends.

Remote Command (Remote) - TheOutput will activate when the User executes
acommand over thephone (the Control panel Answering devicemust beenabled).
Thissignd canbeusedto activateor sop the OC Output over thephone. The Output
(activated over the phone), can dso be restored from the Keypad (viaa ‘Clear
AlarmMemory command). Refer to the User Manual for further details.

Negligence (Neglig.) - The Output will activate when the Control panel
generates a Negligence event, and will restore when the Alarm memory
resets (viaa‘Clear Alarm Memory' command).

Monostable (Monosta.) - The Output will remain active until the ON
Time expires, after which it will be forced to standby for the programmed
OFF Time. Thefollowing Table showstherestrictions associated with Out-
putswith thisattribute.

Type Signal
Chime Valid Key
Reset Fire Valid code
Mogysl-t:ble Sqwark Superkey 2
Mute Alarm Superkey 2 on wireless key
Failed Call
NON Trouble Not Ready Stay
Monostable Alarm Not Ready Away
Remote Command Restore if in standby
Partitions Armed Line down
Partitions Disarmed Inactivity
Monostable Algrm Memory False Key
Exit Time Zone Tamper
and NON
Monostable Entry Time ' System Tamper
Auto-Arm Timeout BPI Tamper
Negligence Missing BPI
Not Ready Stay 0 Delay
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If you associate any of thesignalsinthelast sectiontoa‘NON M onostable’
Output, the Output will restore when the cause of activation clears (automati-
caly or manudly).

For example, the “Entry Time” signal will activate the Output for the pro-
grammed Entry Time, thenwill restore automatically to standby.

However, if an Output isactivated by a“... Tamper” signal, it will not restore
to standby until the cause of itsactivation clears.

Valid Code (Code) - The Output will activate when the Control panel rec-
ognizesaValid Code. Thissignal can be associated with ‘Monostable’ Out-
putsonly.

Squawk (Squawk) - The Output will activate when the Control panel is
Armed viaaCommand Zone or Remote Command. Thissignal can be asso-
ciated with ‘Monostable’ Outputsonly.

Failed call (Fail com) - Thisevent is generated by unsuccessful calls.

To restore the Output:

a) view the Event logger on an LCD Keypad;

b) view the Trouble on an LED Keypad.

I nactivity (Inactiv.) - The Output will activate when the Control panel gen-
erates an ‘Inactivity’ event. The Output will restore when the Alarm
memory resets (viaa ‘ Clear Alarm Memory' command).

Mute Alarm (Silent) - The Output will activate when the Alarm is gener-
ated by aZonethat is assigned to a Partition with the fol lowing attributes:

a) Type ‘Duress’, b) Attribute ‘Mute’ or
c) If the Alarm is generated by a‘Duress' Code.
Thissignal can be associated with ‘ Monostable’ Outputsonly.

Not Ready Stay (N.R.Stay) - The Output will activate when the Control
panel isnot ready toarmin‘ Stay’ mode (S) or, in accordance with Option 52
(refer to the Options Page), ‘ Stay 0 Delay’ mode.

Not Ready Away (N.R.Away) - The Output will activate when the Control
panel isnot ready toarmin‘ Away’ mode.

Stay (Stay Arm) - The Output will activate when at |east one of its Partitions
Armsin‘Stay’ mode(‘S or‘0’).

Regtoreif on standby (Al.r.zon) - The Output will activate when Alarm condi-
tionsare detected on oneof itsPartitions. The Output will restorewhenthe Alarm
cycleends, and the Alarm conditionshavebeen cleared fromall the Partition zones,
or when the Partition disarms.

Falsekey (FalseK ey) - The Output will activate when an attempt ismadeto
use aFalse Key. Thisisreal-time event, therefore, the Output cannot restore
until the Fal se key has been removed.

Zone Tamper (ZoneTamp) - The Output will activate when Zone Tamper
conditions are detected, and will remain active during the respective Alarm
cycles.
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® System Tamper (Sys Tamp) - The Output will activate when violation is
detected on the 24h Tamper line, or when the Control panel isforced open.
The Output will restore automatically when the Alarm cycle ends.

® BPI Tamper (BPI Tamp) - The Output will activate when Keypad tamper
is detected (when the keypad, PROXI or Expander frontplate is removed).
The Output will restore automatically when the Alarm cycle ends.

o Valid Key/Code (Key) - The Output will activate when the Control panel
recognizesavalid Key/Card, and will remain active until the ON Time ex-
pires. Thissignal can be associated with ‘Monostable’ Outputsonly.

® Missing BPI (Missing) - The Output will activate when an enrolled BPI
devicefailsto respond to the Control panel.

® Superkey 2 (Key 2) - The Output will activate when the ‘ Superkey 2’
facility is requested via Keypad. This signal can be associated with
‘Monostable’ Outputsonly.

® Superkey on wirelesskey (Key2 WLS) - The Output will activate when
the * Superkey 2’ facility isrequested via Wireless Key. Thissignal can be
associated with ‘Monostable’ Outputsonly.

Partitions

Thissectionwill alow you to assign the Outputsto the Partitions. The Output will
activate when the programmed signal is generated by one of its Partitions.

When the signal is generated by the Control panel (e.g. Trouble), the Output
will activate directly, and its Partitions will not beinfluent. In all other cases,
the Output will activate only when the signal is generated by one of its Parti-
tions.
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Partitions Page

This section describes the Partitions page (see Figure 3.9).

Partitions Table

No. - This column shows the Partition ID number that will be used instead of
the Partition |abel (Description), in some parts of the application.

Description - Thisfield isfor the Partition label (maximum 16 characters). The
Applicationwill usethelabel asthe Partition ID.

Exit Time - Thisparameter determinesthe Exit delay time (expressed in min-
utes). Violation of ‘ Delayed’ Zonesduring the Exit timewill not provoke Alarms.
TheExit Timewill start when the Partition arms, and will be signalled by:

m Activation of the Partition OC Outputs (programmed with the * Exit Time'
signd);

| A seriesof single beeps (emitted at one-second intervals) on all the Parti-
tion Keypads (Mute keypadswill not emit thissignal);

m A seriesof doublebeeps (emitted at one-second intervals) on all the Par-
tition PROXI Readers, the * Chime on PROXI| Reader’ option must be ena-
bled otherwise, the PROX| Readers will not emit this signal (refer to ‘ Op-
tionsPage’).
Entry Time- Thisparameter determinesthe duration (expressed in minutes) of
the Audible signal whichwill be generated when a‘ Delayed’ Zone of an Armed
Partitionisviolated. The Entry Timewill besignalled by:
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Figure 3.9- Partitions Page
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B Activation of the Partition OC Outputs (programmed with the ‘Entry
Time’ signal);
B A series of fast beeps, emitted by the Partition Keypads (except Mute
keypads), and Partition PROXI Readers (the ‘Enable buzzer on PROXI
Reader’ option must be active, otherwise, the PROXI Readers will not emit
this signal — refer to ‘Options Page”).
Auto-arm Timeout - This parameter (expressed in minutes) determines the
time between the Auto-arm Timeout signal and the Partition Auto-arming event.

Example: If the scheduler is programmed to Arm the Partition at 17:30, with
a 15 minute Auto-arm Timeout, the ‘Auto-arm Timeout’ will be generated at
17:15. This signal can be used to activate one of the OC Outputs.

The ‘Auto-arm Timeout’ signal will cease when the Partition Arms, or when
an Overtime Request is made.

T. And Zone - This parameter determines the time within which 2 or more
‘AND’ Zones must detect violation before the Control panel will generate an
Alarm (accepted values: 0 through 945 seconds by automatic step 15).

The CEI 79-2 approval applies only when the " T. And Zone" value is 30 seconds
or more.

T. And Code - This parameter determines the time within which 2 or more
‘AND’ Codes must be entered before the Control panel will Disarm (accepted
values: 0 through 250 seconds).

Times

® Patrol Time - This parameter determines the time between disarming for
patrol purposes (Patrol code required) and automatic rearming. The pro-
grammed patrol time is valid for all Partitions (accepted values: 0 through 63
minutes).

® Alarm Time - This parameter determines the duration of the Alarm cycle
(accepted values: 0 through 63 minutes).

If the Alarm Time is set at 0 (zero), the Alarm Outputs (e.g. Siren) will not
be activated, however, the event will be sent to the Logger.

® Supervisory window - This parameter determines the time within which a
Wireless zone must send a supervisory signal (accepted values: 120
through 1440 minutes — in steps of 15 minutes). Use the computer mouse
or the (1) and LY keys on the PC keyboard to enter this value. This field will
be inactive when the ‘Enable Wireless Receiver’option is disabled (refer to
‘Options’ page).

The CEI 79-2 approval applies only when the Wireless Supervisory Time is
set at 2 hours 30 minutes and the ‘Supervisory’ option (refer to “Attributes”
on the “Zones” page) is enabled for ALL Wireless Zones.
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Inactivity

® |nactivity - Thisparameter determines the maximum time (accepted values:
Othrough 99 hours) that aPartition will be allowed to stay without signalling
zoneviolation. The Inactivity Partition no.” event will be generated whenthe
programmed interval elapses.

® Enable Inactivity 1, 2, 3, 4, 5, 6, 7, 8 - This parameter determines the
Partitionsthat will be monitored for inactivity.

Negligence

® Negligence- Thisparameter determinesthe maximum time (accepted val-
ues. 0 through 99 days) that a Partition will be allowed to stay without signal -
ling an ‘Arming’ event. The ‘Negligence Partition no.” event and “ Tamper
Zoneno." event will be generated when the programmed interval elapses.

® Enable Negligence 1, 2, 3, 4, 5, 6, 7, 8 - This parameter determines the
Partitionsthat will be monitored for Negligence.
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Phone Page

This section describes the Phone page (see Figure 3.10).

Telephone Numbers

No. - This column shows the Telephone identifier number that will be used
instead of the Telephonelabel (Description), in some parts of the application. The
Telephone identifier number will also be used when programming the system
from aKeypad.

Telephone Number - This column is for the Telephone numbers that will be
utilized by the Digital Communicator and Dialler, and for Teleservicecalls. This
field acceptsamaximum of 20 characters (digitsand pauses). Accepted values: 0
through 9, commas (,) for dialling pauses (e.g. between he prefix and telephone
number), and star (*) and pound (#).

Description - Thisfield isfor the User’'s Name (maximum 16 characters).

Dialling

® Disallowtonecheck - Normally the Control panel will check for the Dialling
Tonebeforedialing. If thereisno dialling tone, the Control panel will hang up
and retry. If the Disable Tone Check is enabled, the Control panel will dia
without checking for thedialling tone. Thisoptionisuseful when the Control
panel is connected downstream to aswitchboard with non-standard tones.

® DTMF Dialling- Normally the Control panel operatesin touch-tonemode, as
itisfaster than Pulsedialling. If touch dialling isnot supported by thetelephone
line, it will be necessary to enable Pulsedialing.
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Figure 3.10 - Phone Page
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Type
Thissectionwill alow you to select the operating mode of the 8 telephone Num-
bers.

To program the Type:

1.
2.

select the Telephone Number;
program the following parameters for the selected Telephone Number.

Telemonitoring - This option will alow the Control panel to communicate
with the Central Station. It will be necessary to program parameters in the
Telemonitoring section.

Voice Message - This option will allow the Control panel to send a Voice
M essage (this option requiresthe NC2/VV OX).

Teleservice- Thisoptionwill allow the Control panel to manage Teleservice
cdls.

None - No service.

Partitions

Thissectionwill allow you to assign the sel ected Tel ephone Number to the Parti-
tions. It ispossibleto change a Telephone Number by enteringaMain User Code
at aKeypad (the Code and Keypad must be assigned to the Partition of the Tel-
ephone number concerned).

The* Teleservice' optionwill activate the Reporting Protocol list (below).

Protocol - The Reporting protocol isusually assigned by the Central Station.
Thissystem supportsthefollowing formats:

ADEMCO/SILENT KNIGHT - Slow 10 baud - 3/1, 4/1, 4/2
ADEMCO/ SILENT KNIGHT - Fast 14 baud - 3/1, 4/1, 4/2
FRANKLIN/SECOA / DCI-VERTEX - Fast 20 baud - 3/1, 4/1, 4/2
RADIONICS- 40 baud - 3/1, 4/1, 4/2

SCANTRONIC - 10 baud - 3/1, 4/1, 4/2

CONTACT ID

CESA

Customer Code- This code isusually assigned by the Central Station, and
alows their operator to identify the system (user, location, type of system,
etc.).

The Customer Codesmust have 4 digits (5 for CESA protocol): 0 through
9and A to F (hexadecimal).

For Contact ID — ‘0" and ‘A’ have the same value.

For Pulse protocols— ‘0’ correspondsto 10 pulses, whereas* A’ corresponds
to‘0’ pulses(empty digit).

When using Pulse protocols with 3 digit codes, the fourth digit must be
programmed as ‘A’.
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® Listen-in-If thisoptionisenabled, the Central Station operator (after receiv-
ing an Alarm call from the system) will be able to openaListen-insessionon
themonitored premises.
If the'2-wayAudio alert’ isenabled (refer to the* Options' Page), the Control
panel will open the Audio channel for 15 seconds before starting the Listen-in
session. The ‘2-wayAudio alert’ isvalid for all protocols.

® 2-Way Audio - This option will allow the operator to open a 2-Way Audio
session and talk to persons on the monitored premises.

® Two-Way Audio Timeout - This parameter determines the duration of the
Listen-in or 2-Way Audio session. The sessionwill close automatically when
the programmed Timeout ends, or when the operator endsthe session.
The programmed Timeout isvalid for all 8 Telephone Numbers.

Call Attempts
Thevalue entered in thisfield determines the number of timesthe Control panel
will dial atelephone number before quitting the unaswered call (8 at default).

Accessing the DTMF Menu

If you enable Listen-in with 2-Way Audio Timeout, the operator will be
able to access the DTMF menu over the phone. To do so, the operator
must pressany number on thetelephone keypad and wait for the audible feed-
back signal (5 beeps), then enter aValid DTMF Code (for further detail srefer
to “Operating the System from a Telephone” inthe USER MANUAL).

Eperttatinbes | Export to WinBcs

Usethisbutton to export datato the“Bentel Central Station” application.

Teleservice Page

Installer Telephone humber
1333588951120

The parametersin this page (see Figure 3.11) determine the way the Control panel
will respond toincoming Callsfrom the Central Station.

The Control panel will answer incoming Teleservice calls only when the User
has enabled the Teleservice option or Answering device option (refer to ‘En-
able/Disable Teleservice' in the User Manual).

® DoubleCall - Thisoption allows the Control panel to share the Telephone
linewith another answering device (Answerphone, Fax, etc.). If thisoptionis
enabled, the Control panel will override other telephone deviceswhen it recog-
nizesthe Double call sequence.

® Number of rings- Thevalue entered in thisfield determines the number of
ringsthe Control panel will allow before answering anincoming call. If the
‘Double Call’ optionisenabled thisparameter will beignored.

® Callback - If thisoptionisenabled the Control panel will call the‘Installer
Telephone Number’ whenit receivesthe Teleservice cal. Inthisway, author-
ized persons only can access the system.

Customer Code - Thisfield shows the Customer code.

Installer Telegphone Number - Thisfield holdsthe ‘ Teleservice' number. The
Control panel will call thisnumber whenit receivesanincoming Teleservicecal
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(the* Cdlback’ option must beenabled). If severa Teleservicenumbershavebeen
listedinthe ' Telephone’ page, you can select the required number from thedrop-
downligt (click thedownarrow to openthedrop-down list).

Test Event

The Test event will be generated at regular intervals, as per programming. This
event will activate the Digital, Voice and Teleservice calls, in accordance with
the‘ Test Event’ settingsin the‘Events' page.

® Tdeservice Test call - Thisoption will dlow the Control panel to send the* Test!
cal (Teleservice) automaticaly at regular intervals(asper programming) tothe‘ In-
stdler TelephoneNumber’. If you DONOT want to Enablethe Test call, enter * 00°
for Event Code in the ‘445-Test Event’ fidd (330 for Kyol6D and 265 for
Kyo4/8, refer to the Events page).

® Send Test programming - Thisfieldisfor the Date and Time of the ‘ Test’
event.

m To view the Date and Time of the successive ‘Test' event — click the
Download button.

‘ m To send a New Date and Time to the Control panel — click the *Send

Dovvnlozd

Uploacd . .
re Test programming’ check box then click the Upload button.
e Time/Interval - This field is for the interval (in hours) between ‘Test’
events. To Disablethe‘ Test’ event, enter ‘0’.
® Date/Hour - Thisfieldwill allow youto View and Set the Date and Hour of
the‘Test’ event.
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Logger Page

Thiswindow (seeFigure 3.12) will allow you to view the eventsrecorded in the
Logger.
® No. - Thisisthe event number.

The rotating Logger holds 256 events (128 on Series 4-8 Models). When
the Logger is full, the oldest events will be deleted to make space for new
events.

® Date - Date when the event occurred.
® Time- Timewhen the event occurred.
® Event Type- Event description.

Thefollowing commandswill allow you to manage the events:

telezd] @ Upload button - Thiscommand will allow youto upload the Eventslist from
the Control panel to the Computer for viewing purposes.

Firt| m  Print button - Thiscommand will allow you to print the entire Eventslist.
Thefollowing buttonswill become active when a Customer isloaded. The name of
the Customer will be shown on thetitle bar.

save | @ Savebutton - Thiscommand will allow you to save the events on the Hard-

Disk. Each Customer will have an Eventsfile. The Application will create

‘ a the filewhen thefirst ‘ Save’ request is made.

Lesd | @ Load button - Thiscommand will allow you to view the eventsstored on
) the Computer Hard-Disk.
Delete
EJKyo Unit - George Barnard [_[&]x]
Fe Progiamming Seftings Check Modem Help
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Pages x| Logger |
2 ko Mo, [Date [Time [Event Type i’
H Configuration 01/01/00 0.00.00 T amper Zone n'Z7Zone 27)
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i Roceiver 4 1m0 11,3300 Autobypass Zona n'10Zone 10)
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1 Outputs 6 170203 113300 Autobypass Zona n'12(Zone 12)
Patlitions 7 17/02/03 11.33.00 Restore Zone n°1(Zone 1)
g Phone 8 1702003 113400 Unhypassed Zone n'dZane 9)
Teleservice
i 9 1m0 11.35.00 Unbypassed Zone n'dZone 5)
B Events 0 170208 11.35.00 Unbypassed Zone n'dZone 3)
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Flgure 3.12 - Logger Page
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B Delete button - This button opens the Delete  [ZErmrrs H=
Logger window, and will allow youto deletethe

eventsfrom the Hard-Disk.

From i

The eventslogged between the From - to dates | ™ ——
entered in thiswindow will be deleted when the
OK buttonisclicked.

B Main User Code - Thisfield isfor the Main User Code, which will allow
the user to view the Events List (Installer Code NOT required).

Events page

The parametersin this page (see Figure 3.13) determine the actions the Control
panel will takein responseto the associated events.

Telephoneactions:

a) activatethe Digital Communicator (Pulse);

b) activatethe VoiceDialler.

This section describesthe ‘ Event Settings' table (see Table 3.3 for the complete
list of Programmable Events).

® No. - Thiscolumn showsthe Event | dentifier Numbers.

® Description - This column shows the type of eventsthe Control panel can
manage (see Table 3.3 inthefollowing pages).

’Trwrﬂirlm?emmﬂ ® Teephone Number - The Telephone Number table will alow you to assign
Telephone numbersto the various events. The sel ected Telephone Numberswill

\ be called when the corresponding event occurs (seethe Figureintheleft margin).

2
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o Receiver 05 Alarm Parttion n4(Parttien 04) v o Message 1
J‘ ﬁj::jts 04 larm Partiion re*5(Partition 05) v o0 Message 1
ﬂ Parttions 05 Alarm Partiion r(Parttion 08) v oo Message 1
Phone 05 Alarm Partiion r°7(Parttion 07) v oo Message 1
g Teleservics 07 Alarm Parttion ra(Parttion 08) 0o Message 1
08 Alarm Zone n°1(Zone 1) 38 Messaget
09 Alarm Zone nea(Zone 2) 38 Message1
10 Alarm Zone n°3(Zone 3) 38 Messaget
11 Alarm Zone n4(Zone 4) 4 v 3A Message 1
12 Alarm Zone nes(Zone 5) AN 34 Message1
o KepiCad 13 Alarm Zone n6(Zone B) v v ¥ 3a  Messaget
¥ Wircless Keps 19 Alarm Zone ne(Zone 7) v las Message1
G Clack, 15 Alarm Zone nf(Zone 8) 38 Messaget
16 Alarm Zone nea(Zone 5) 34 Message1
Customers x| |17 Alarm Zane n°10¢Zone 10) 38 Messaget
Nome Tcos ]| |18 Alrm Zone rettczone 113 38 Message1
Geoigs Bamard 0004 13 Alarm Zone nf12(Zone 12) 38 Messaget
Paul Colins 0005 20 alarm Zore ne1Zone 13) 38 Message1
Peter Davids 0003 71 Alarm Tone n*14(Zone 14) 38 Message 1
22 Alarm Zone nf15(Zone 15) 38 Messaget
23 alarm Zone ne16(Zone 16) 34 Message1 =l
Upload | Downlosd|  Help | ContsctiD| Detals | Messages I~ Evert Codes
Figure 3.13 - Events Page
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Assigning Voice
Messages

il
e
Contact-ID

Az
W

Defautt 514

Clear

¥ Telephone numbers
I~ Event Codes

HE

Detailz

® Event Code- Thiscolumnisfor the Event Codes (usually assigned by the

Central Station). Event codes comprise 2 digits, accepted values: 0 through 9
for CESA and, 0 through 9 and HEX digits A and F for all other protocols.

When using Pulse protocolswith single digit codes, the second digit must be
progranmed as‘A’ (refer to ‘ Customer Codes' inthe‘ Teleservice' page).

The programmed Codeswill be sent to the Telemonitoring Telephone numbers
(refer to‘ Types' inthe* Telephone' page) . Eventsthat are not given Codes, or
thosewith ‘@@’ valuewill not activatethe Digital Communicator.

Existing Codes Event (e.g. @) must be deleted before new Codes can be
entered.

Voice Message - Thisfield will allow you to assign a VVoice message to the
Event. The Voice Message will be sent when the Event occurs.

\oice Message Telephone numbers must have the ‘ Voice message’ attribute
(refer to ‘Type' in the ‘Phone Page').

To assign a Voice message — triple click the relative field, open the ‘Voice
Message' drop-down list (click the arrow) then select the VVoice Message.

CONTACT-ID button - This button will alow you to assign the Codes
shownin Table 3.2. All the Eventswill be sent to thefirst Telephone Number
programmed as Contact-1D.

Default Sl A button - Thisbutton will program the default SIA Codes (only
for Kyol16D Control Panel). The completelist of this protocol is shown on
the* Programming Manual’ of KY O16D Control Panel.

Clear button - Thisbutton will allow youto clear all the dataprogrammedin
the‘ Telephone numbers’ column, Event Codeand/or SIA.

Detailsbutton - Thisbutton opensthe ‘ Events' win-
dow that will allow you to expand (check box se- —
lected) or contract (check box deselected) the details | | Zones
of specific events. e

Super Keys

Therefore, if youwishto group the Partition Event de- | | pigtel ke

tails (‘ Partition Details' box deselected), the list will
show just one string—* Global* — for al the Partition X owes |

events, for example:

AAAAA

Alarm Partition *Global*

Arm Partition *Global*
However, if you wish to expand the Partition Eventsdetails (‘ Partition Details
box selected) thelist will show all the stringsrelative to Partition events, for
example:

Alarm Partition n°1 (Partition 01)

Alarm Partition n°2 (Partition 02)

Alarm Partition n°3 (Partition 03)

Alarm Partition n°4 (Partition 04)

Arm Partition n°1 (Partition 01)
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Arm Partition n°2 (Partition 02)
Arm Partition n°3 (Partition 03)
Arm Partition n°4 (Partition 04)

& | ® Messages button - Press this button to ac-
Messages cess the Messages window. This window (= | —
will alow you to customize and edit there- | | ez o
corded M essages. Messags 3 =

Message 4 [Messaged
Message 5 [Messoass
Message & [Messoget T
Message 7 [Messager
Message 8 [Messoges

Table 3.2 - Event Codes for Contact ID
Code | Event Code Event
Medical Alarms (1) 33 |24 Hours

(1) AA |Medical (1) 34 Entry / Exit
(1) A1 |Pendant Transmitter (1) 35 [Day / Night
(1) A2 |Fail to Report In (1) 36 |Outdoor

Fire Alarms (1) 37 |Tamper
(1) 1A |Fire Alarm (1) 38 |Near Alarm
(1) 11 {Smoke General Alarms
(1) 12 |Combustion (1) 4A |General Alarm
(1) 13 |Water Flow (1) 43 [Exp. Module Failure
(1) 14 |Heat (1) 44 |Sensor Tamper
(1) 15 [Pull Station (1) 45 Module Tamper
(1) 16 Duct 24 Hour Non-Burglary
(1) 17 [Flame (1) 5A |24 Hour Non-Burglary
(1) 18 [Near Alarm (1) 51 |Gas Detected

Panic Alarms (1) 52 |Refrigeration
(1) 2A |Panic (1) 53 |Loss of Heat
(1) 21 Duress (1) 54 |Water Leakage
(1) 22 |Silent (1) 55 |Foil Break
(1) 23 |Audible (1) 56 Day Trouble

Burglar Alarms (1) 57 |Low Bottle Gas Level
(1) 3A Burglary (1) 58 |High Temperature
(1) 31 |Perimeter (1) 59 |Low Temperature
(1) 32 |Interior (1) 61 |Loss of Air Flow
NOTE - The Non-Modifiable part of the code is shown in brackets.
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Priority Event

It is possible to give ‘Priority’ to one of the events on the Event list. When
several events occur simultaneously, the calls relative to Priority event will be
sent first.

The Priority Event can be selected/deselected in one of the following ways:

® double click the required event;
® sclect the event then, using the right button on the mouse, click once.

The Priority event will be highlighted in red.

The CEI 79-2 approval applies only when the Priority Event is associated
with a BURGLAR, ALARM, TAMPER or TROUBLE event, in that order.
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Table 3.3 - Programmable Events

No.
Contact Event
ID Code| KY04-8| Kyo | Kyo32|  pegeription OISR
Series | 16D | Series
Aam ... alarm conditions are detected on one of the zone
(1) 00/ 0.0 | 00..08 | 00..07 on Partion n®  |assigned to Partition n°
(1)3A| 04..11 | 04..19 | 08..39 | AamonZonen® |.. alarm conditions are detected on Zone n°
(1) 00| 12..15 | 20..23 | 40..47 | Inactivity Partition n° |... the Control panel detects Inactivity on Partition n°
(1) 00| 16..19 | 24..27 | 48..55 | Negligence Partition n° ... the Control panel detects Negligence on Partition n°
(5)7A| 20..27 | 28..43 | 56...87 | BypassedZonen® |.. Zone n° is bypassed
(5)7A| 28..35 | 44..59 | 88..119 | Unbypassed Zone n°® |... the Zone n° is unbypassed
... the Code n° is recognized.
(4) 22| 36..59 | 60...100 120...143| Recognized Code n® |For CONTACT-ID, the User ID (CCC) ranges from 1 to 24
to specify the corresponding Recognized Code.
... the Key/Card n° (SAT or PROXI-CARD) is recognized.
. , |For CONTACTHD, the User ID (CCC) ranges from 25 to 152
(4) 22 €0..187 101...228) 144..271) Recognized DGK to indicate the Recognized Key number
(e.g. Key 1- CCC=25, Key 128 - CCC=152).
Auto-bypass ... the Zone n° is unbypassed automatically
(5) 7A [ 188...195(229...244( 272...303 Jone ° (fefer to Options Page)
(4) A2|1%...199|245...248| 304..311]  AmPartionn® |... the Partition n° is armed by Code or Key/Card
(4) A2|200...203| 249...252| 312...319| Disamm Partition n° |... the Partition n° is disarmed by Code or Key/Card
. ... the Partition n° is armed via:
Special
(4) 00| 204..207| 253...256| 320...327 Aming 8)a Command Zone
Partition 1 b) the Scheduler
¢) the PC on-ine
. ... the Partition n° is disarmed via:
Special
() 00| 208..211|257. 26028335 Disamning | &-Command Zone
Parttion I b) the Scheduler
¢) the PC on-ine
(6) 00|212..215|261...264| 336..343 R‘:,SE‘.'.V'E"EV ... the Alam Memory of thePartition r° is deleted
(1) 21216...219| 265...268| 344...351) Duress Partition n® |... a Duress Code is used to disarm the Partition n°
... the call to theNumber (1 ... 8) is unsuccessful.
Failed Call Events 220 (352) to 227 (359) cannot be programmed
Failed Call n° to generate calls to their assigned telephone numbers. For
(3) 50/220..227) 269..276 352..359 (Description) example, Failed Call Event 220 (352) cannot be programmed to
generate a call to Tel. Number 1, as this would generate a series
of Failed Calls to this Tel. Number.
Tamoer ... tamper conditions are detected on the Zone
(1) 44| 228..235| 277...292| 360..391 mmf’ (ocours only when the terminals of Balance
or Double Balanced Zones are shorted)
(1) 3A|236...243| 293...308| 392...423|  Restore Zonen® |... the Zone is restored after an Alarm or after a Tamper event
... tamper is detected on one of the BPI devices
(1)45| 244 309 424 BPI Tamper (Snatch or forced apening)
(1)45| 2465 310 425 Restore BPI Tamper |... all the conditions that generated the BPI Tamper event cease
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Q) 45| 246 an 426 System Tamper  |panel is forced open. This event can also be activated by the
Control panel snatch microswitch

@) 45| 247 312 427 Restore ... all the conditions that generate the SystemTamper event clear

System Tamper

Q) 45| 248 313 428 False Key ... a false Key/Card is detected at a reader

()AL 29 | 314 | 49 | MansTiuoble '('r'ef;f tg"f’g‘;ﬂz‘r’]”g’egg'e?)” the programmed time

(B)A2| 250 315 430 Battery Trouble  |... the battery is low or empty

(3)00| 251 316 431 Fuse Trouble ... the Fuse [9c] blows

(3)00| 252 317 432 BPI Fuse Trouble |... the BPI Fuse [9b] blows

(3)AA| 253 318 433 Missing Device  |... a BPI or Wireless device fails to respond

3)51| 254 319 434 Teleg:;%ntjeLme ... the telephone line is down

(B)AL| 255 320 435 Reset mains ... the Mains Voltage is restored

3 A2| 2% 321 436 Reset battery ... the battery is fully charged

(3)00| 257 322 437 Reset fuse ... the fuse [9c] is replaced

(3)00| 258 323 438 Reset fuse BPI  |... the BPI fuse [9b] is replaced

(B)AA| 259 324 439 Device Restored  |... all the BPI or Wireless devices respond

(3)51| 260 325 440 | Reset Telephone Line |... the telephone line is restored

(10| 261 326 41 Superkey 1 ... Superkey 1is used

Q) AA| 262 327 442 Superkey 2 ... Superkey 2 is used

Q) 2A| 263 328 443 Superkey 3 ... Superkey 3 is used

422 264 329 444 Remote Command |... the Control panel receives a remote command via modem

(6) A2| 265 330 445 Test Event ... the Control panel sends a Test event

(6) 22| 266 331 446 | Event Buffer 70% full |... the Logger is 70% full

(3)50| 267 332 447 Date at Default  |... all power to the Control panel fails (total blackout)

@45, — 333 448 Wireless Tamper  |... the Wireless Receiver is forced open

45| — 34 449 \MRi;zTezer ... the Wireless Receiver is closed after forced opening

@45, — 335 450 Wireless JAM ... the Wireless Receiver detects Jamming

@45, — 336 451 WLS JAM Restored  |... the Wireless Receiver no longer detects Jamming

B)A2| — 337 452 WLS Battery Low  |... the battery of the Wireless device is low or not present

B)A2| — 338 453 | WLS Battery Restored |... the battery of the Wireless device is OK

NOTE - The Non-Modifiable part of the code is shown in brackets.
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Scheduler Page

This Control panel has a built-in Scheduler which manages Auto-Arming. The
parameters programmed in this page (see Figure 3.14) will determine the auto-
matic arming schedule.

In order to allow the Control panel to manage this function, the User must
enable the ‘Enable/Disable auto-arming’ option.

Scheduler Table
® Day - Thiscolumnwill allow youto select theday.

® v -Thecheck boxeswill alow you to select the Partitionsthat will auto-arm
on the selected day.

® Partition 01, 02, 03, 04, 05, 06, 07, 08 - This column will alow you to
program the automatic arming time (accepted vaues: 00.00 through 23.59
hours/minutes).

Auto-arming operations can be delayed by overtime requests. However,
the Control panel will not allow an overtime requests to go past 24.00
hours, and will auto-arm at midnight.

® Delete Entries- Thisbutton will allow you to delete all the entries, and re-

[ElKyo Unit - George Bamard [ E3|
Ele Proganming Setings Check Modem Help
Scheduler
Pages
5 <GED Day  |Parttion 01 [ |Pattiton 02| [Partiton 03 [ [Pattition 04 [ [Partition 05 [ [Patttion 06_[ - [Pattiion 07 _| -/ [Partition 08_|
B Corfiguration 00.00 00.00 0000 00.00 0.0 0.0 0.0 0.0
Keypads (1) Tuesday 0.0 .00 00.00 00.00 o w00 o w00
Readers Wednesday | 0000 00.00 00.00 00.00 o000 i 1] i
B ;‘Da”de' In/flut Thursday 000 000 0000 000 [T o w0 o
-§ gne: o Fiday 00.00 00.00 0000 00.00 000 0.0 000 0.0
4 Outouts Saturday 00.00 00.00 0000 00.00 ) 0.0 ) 0.0
;'E Paritions Sunday 0.00 00.00 0000 00.00 ) 0.0 ) 0.0
Phane
§ Teleservice
Delete Eniries
o Key/Cand
¥ Wisless Keys
Z} Clock
Customers x
Name Code
George Bamard 0004
Paul Colirs 0005
Peter Davils 0003

]l

Flgure 3.14 - Scheduler Page
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Options Page

The options in this page (see Figure 3.15) will allow you to customize the Control
panel.

Options

The numbers in brackets refer to the ‘Options’ in the Installer Menu (accessed
via the LCD keypad).

View violated zones on keypad display (0) - If this option is enabled, the
keypad display will show zones violated during standby status.

Chime on Keypad (1) - If this option is enabled, the keypad buzzer will emit
5 beeps when a ‘Chime’ zone is violated during disarmed status.

Chime on PROXI Reader (2) - If this option is enabled, the PROXI Reader
buzzer will emit 5 beeps when a ‘Chime’ zone is violated during disarmed status.

Enable Wireless Receiver (3) - [f this option is enabled, the Control panel
will enable the VRX32-433 or VectorRX/8 wireless receiver.

If the system is equipped with a Wireless Receiver, the Performance level of
the Control panel will down-grade from Level Il to Level 1.

Enable Jamming Detection (4) - If this option is enabled, the Control
panel will be able to detect attempts to jam the RF signal. If jamming
occurs, the Control panel will generate a ‘Jamming on Receiver’ event (the

B Kyo Unit =S|
File Progiamming Settings Check Modem Help
Options
Pages X |
7 KR Option Auoreset
T Configuration [ Patiion 01
ks Keppads (01) [ ii I~ Patition 02
r Readers 0 - View violated zones on keypad display [~ Partition 03
- Evpanderin/Out 1 Chime on Keypad F Eav:\:mr\ Eg
atiion
‘ol Recaiver + | 2~ Chime on PROXI Aleader I~ Pariion 08
& éms 3 - Enablo Wircless Risssiver I~ Patiion 07
i puts 4~ Enable Jamming Deection W FEirn T
Partitions.
Phane 5 Special butlon on Wirckess Key
§ Teleservice 6- Future Use

LI} Logger

7 - Telesevice Test cal

Figure 3.15 - Options Page

| Events 8- Future Use
5 E‘ 9- Rieset alam memory deried o installer code
& o 10 Reeset tamper memany deried to user code
23 Key 11 - Bypass tamper on zone
- KeplCard 12 - Realtime zone restore
# wireless Keys 13 - Auming/disarming signalling changeover
& Clock 142 wap audio alett
15 - Call al telemonitoring umbers
st X1/| 16 Callal voice numbers
[Hane  Jcode | 17 - Instart mains tiouible signaling
MiaConf32 ]

18 - False key tamper
18 - Autobypass zones

20- Am squank
1 - Auvinsciet f o ek |

=l 2
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zone number will be specified in the Event Buffer).

If this option is enabled, Zone 32 cannot be programmed as “Wireless”.

® Special button on Wireless Key (5) - If this option is enabled, the ‘B
Mode’ button on the Wireless key (A) will not Arm the system, but will
perform the function of SuperKey 2.

® Future Use (6) - Reserved. DO NOT SELECT!
® Teleservice Test call (7) - Refer to the ‘Teleservice’ page.
® Future Use (8) - Reserved for Future use (Inactive).

® Reset alarm memory denied to installer code (9) - If this option is enabled —
only the Main User and User Codes will be able to delete the Alarm memories.

® Reset tamper memory denied to user code (10) - If this option is enabled
— only the Installer Code will be able to delete the Tamper memories.

® Bypass tamper on zone (11) - If this option is enabled, the Control panel
will inhibit ‘Tamper on zone” when the zone is bypassed.

The CEI 79-2 approval applies only when the “Bypass tamper on zone”
option is disabled.

® Real time zone restore (12) - If this option is enabled, the Control panel
will signal ‘Reset Zone’ as soon as the zone is restored, regardless of the
status of the Alarm cycle.

® Arming/disarming signalling changeover (13) - For CESA and CON-
TACT-ID reporting protocols: if this option is enabled, it will be possible to
invert the significance of the digits used to transmit Activation/Restore mes-
sages to the Central station (for Arming/Disarming operations only).

® 2 way audio alert (14) - If this option is enabled, the Control panel will open
a ‘Talk’ channel for 15 seconds before starting the Listen-in session.

® Call all telemonitoring numbers (15) - If this option is enabled, the Con-
trol panel will call all the programmed Telemonitoring numbers for each
event. [fthis option is disabled, the Control panel will stop the call cycle as
soon as it recognizes a Successful Call.

® (Kyo 4-8-32 Series) Call all voice numbers (16) - If this option is enabled,
the Control panel will call all the programmed Voice numbers for each single
event. If this option is disabled, the Control panel will stop the call cycle as
soon as it recognizes a Successful Call.

® (Kyol16D) Programmable Output Relais (16) - If this option is enabled,
the Output terminals of Alarm Relais will work as a "Programmable Output’
instead that as ‘Alarm Output’. This function applies on the Output n. 1.

The CEI79-2 approval applies onlywhen the "Relay Output Programmable"is disabled.

® Instant mains trouble signalling (17) - If this option is enabled, the
Control panel will signal ‘Mains Failure’ immediately. Normally ‘Mains
Failure’ is signalled 15 minutes after black-out.
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False key tamper (18) - If this option is enabled, a False Key/Card used at
a Reader will generate a Tamper Alarm. If this option is disabled, False
Keys/Cards will not generate any kind of Alarm.

Autobypass zones (19) - If this option is enabled, the Control panel will bypass
the zone automatically, if “violated” (door or window open) at the time of Arming.

The CEI 79-2 approval will be invalidated, if the “Autobypass zones” option
is enabled, and Burglar, Tamper or Armed Robbery protection devices are
connected to the zones.

Arm squawk (20) - Ifthis option is enabled, and the system is armed via a Command
zone, the relay of the Siren will emit a ‘squawk’ to signal the arming request.

In the KYO16D Control Panels this option is valid only if the option n.
16 is not selected.

Arming denied if not ready (21) - If this option is enabled, and an attempt
is made to arm a partition that is ‘Not Ready to Arm’ the Control panel will
(see Table 2.2), the request will be denied. If the request is denied, the key-
pad buzzer will emit an error signal.

Arming denied on battery trouble (22) - If this option is enabled, the
Control panel will not Arm when the battery is low (Battery trouble).
Reader LEDs permanently active (23) - If this option is enabled, the
Reader LEDs (ECLIPSE2 and PROXI) will indicate the system status.
Buzzer on PROXI Reader (24) - If this option is enabled, the Control
panel will activate buzzers on the PROXI Readers.

Lock installer code (25) - If this option is enabled, ‘Reset of Default pa-
rameters’ will not default the programmed Installer Code.

Callback (26) - Refer to the ‘Teleservice’ page.

Disable Telephone line check (27) - It is necessary to select this option
when the Control panel is not connected to a Telephone Line, otherwise, the
LED A on the keypad will signal ‘Line down’ condition permanently.

Double Call (28) - Refer to the ‘Teleservice’ page.

Disable tone check (29) - Refer to the ‘Telephone’ page.

DTMEF Dialling (30) - Refer to the ‘Telephone’ page.

Jamming (31) - If this option is enabled, the “Jamming” event will generate
a Zone Tamper event.

Internal use (32) - Reserved. DO NOT SELECT!

Confirm voice call (33) - If this option is enabled, it will be possible to
send confirmation of Voice calls to the Control panel by pressing the J
(star) key on the telephone keypad.

Auto-Unbypass zone (34) - If this option is enabled, the Control panel will
unbypass automatically the Auto-bypassed zones. This option is valid only
when the “Autobypass zones” option is enabled.

Disable Verify voice answer (35) - If this option is enabled, the Voice
message will, under all circumstances, start 5 seconds after dialling.
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Stop siren during Listen-in (36) - If thisoptionisenabled, the Alarm siren
will beinhibited during Listen-in and 2-Way Audio sessions.
Lock keypad on invalid Code (37) - If this option is enabled, entry of 5
“Wrong codes’ will lock the Keypad for 2 minutes.
Arm/Disarm Voice Message (38) - If this option is enabled, it will be
possibleto play the voice messagesfor thefollowing events:
Exit Time Continuous playback of Message no. 6
Entry time Continuous playback of Message no. 7
Auto-arm Timeout Continuous playback of Message no. 8

For further information regarding \Voice M essages, refer tothe MAIN UNIT
MANUAL.

Quick Arming (39) - If thisoption isenabled, the User will beableto Arm
aPartition by simply entering the Partition number and pressing ON (refer to
“Operating from aKeypad” inthe USER MANUAL).

Enable redundant arming on Partition 1 - 8 (40 through 47) - If this
optionisenabled, the Control panel will generatea‘Disarm’ event also when
the Partitionisdisarmed. If the event is associated with an Output, the Con-
trol panel will activate the Output concerned. Thisoptionisfor Codes/Keys
withthe*And’ attribute (refer to“ And” inthe Attributes section). The Out-
put will not activate until all the respective Keys and Codes have been used
within the programmed window.

Enable Autoarm on Keypad and PROXI (48) - If thisoption is enabled,
the system Keypads and PROXI| Readers will emit and audible signal
(beeps) during the * Timeout-to-autoarm’ (refer to option 24 — ‘Buzzer on
PROXI Reader’).

Inhibit DTMF functionsduring message playback (49) - If thisoptionis
enabled, the Control panel will deny accessto the DTMF Menu during Voice
calls. However, the Answerphone functions, viathe DTMF Menu, will still
beavailable'.

Deny Arming during Control panel trouble (50) - If thisoption is ena-
bled, the Control panel will not accept arming commands when it detects
“System Trouble' (signalled onthe A indicator).

Special Eventsfor Stay Arming (51) - If this option is enabled, the Stay
(S) and Stay 0 Delay (1) Arming events will be logged as Eventi Speciali.
Furthermore, Special Arming events (DTMF, Autoarm, Arming from PC or
Command Zone) will belogged asNormal Arming events.

Include Delayed zones in the ‘Not-Ready-Stay’ output evaluation
(52) - If this option is enabled, the Control panel will activate the ‘Not-
Ready-Stay’ output when it detects violation on any type of zone. If this
optionisdisabled, the Control panel will activatethe‘Not-Ready-Stay’ out-
put when it detectsviolation on Instant zones ONLY. For further detailsrefer
to the Outputs Page under ‘ Not Ready Stay’ inthe‘Signals' section.
Serial Port Events (53) - If thisoption is enabled, any Eventsrecorded in
the Event Logger will also be sent viathe RS232 Serial Port.

NOTE: If this option is enabled, communications with the PC will be
inhibited.
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® For Future Use (54)

(Kyo04/8/32) - For Future Use (55)

® (Kyol16D) - Enable tamper for BPI Device or Receiver missing (55) -
When this option is enabled, the Control panel generate a tamper alarm for
the BPI device missing or Wireless Receiver missing event. When this op-
tion is disabled, the control panel log these events only.

The CEI 79-2 approval applies only when the "Enable tamper for BPI Device
or Receiver missing" is ENABLED.

® For Future Use (56 - 63)

Auto-Reset Memory

This section will allow you to select the Partitions that will reset their Alarm
memories automatically on Arming.
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Code Page

The parameters programmed in this page (see Figure 3.16) will determine the
different access levels of the Codes. This system can manage up to 25 Codes.
Codes 1 through 24 are User Codes, and Code 25 is the Installer Code. The Codes
can comprise 4, 5 or 6 digits.

Use of 4 digit Codes will down-grade the System Performance level from Level 1]
to Level 1.

User Code Table

The User Codes can Arm/Disarm the system and perform various operations, in
accordance with their programmed access levels (refer to the USER MANUAL).

No. - This column shows the Code Number (1 through 25).
Description - This field will allow you enter the Code label (max. 16 letters).

1,2,3,4,5,6,7,8 - These numbers correspond to the 8 Partitions. The Codes can be
programmed to operate in 3 different modes on the system Partitions, as follows:

w Type On/Off (Red) - This row will allow you to Enable/Disable the Code on
A the Partition (v = Code enabled on the relative Partition).

A Mode (Amber) - This row will allow you to enable the status the Partition
will assume when the Code makes an A Mode Arming request. The box will
indicate the selected mode (see the Mode section—top right of the *Code
Page’). Refer to Table 3.1. for A Mode programming instructions.

Bl kyo Unit M E|
Fie Programming  Setiings Check Modem Help
Code
Pages x| Code 1
o Vo Deswen  [eaen] 1 [2[3 [ 5 ]5 17 5] Tree T lﬂ Hode
T Configuiation chueﬂ OniOft & W o & & ¥ ¥ ¥ Main User A= Puay
@ Keypads (01) A N NN NN NN N 9= Sy
Rroaders T g l):— ‘Stayﬂde\ay
"y Expander In/Out = Disam
' Rereiver 02 Code2 o neciive N= Nl
£ Zones A [Installer Code:
i Outputs. B PIN ,—
Paiiions o
% Paito 03 Code3 A nactive i —
Telesarvice
21 Logger ° New PIN
Bl Everts 04 Code s o neciive " —
& Scheduler A
# Options B 78 Dowrioad
@ 5 Comes i Tacive =
o = ~Programming code PINs
. ; ij/\Ede - Main Lser Cade
reless Keys
~(Z) Clock 8 [05 codes o o _ Enable|
a e
Customers x ] Confimfen I
Name T 07 Cose? = naciive
[ 1 . < Ok
8
[0% codes o neciive
a
B
08 Coses o naciive
a
8
10 Code 10 o neciive
a
8
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B Mode (Green) - This row will allow you to select the status the Partition
will assume when the Code makesaB M ode Arming request. The box will
indicate the selected mode (see the M ode section—top right of the ' Code
Page’). Refer to Table 3.1 for B M ode programming instructions.
Type - Double click this field to open the drop-down list and select one of the
following Code Types.

Main User - thisCodetype can perform all the operationsalowed a the keypad.

User - this Codetype allows:
a) Arm/Disarm operations (in accordance with programming)
b) Alarm memory reset
¢) Overtime requests
d) Enabling/Disabling the Responder
Duress - this Code type can perform the same operations as a User Code,

andisused inthe event of Duress (forced disarming). Duress Codes disable
the system and contemporarily activatethe Dialler.

Patrol - thistype of Code can disarm the Code Partitions for the programmed
Patrol Time. The Partition will rearm automatically whenthe Patrol Timeends,
or when the Patrol Codeis entered again.

DTMF - thistype of Code can access the system viatouch-tone telephone.

Main User / Reset Call Queue - thistype of Codeis similar to the ‘Main
User’ Code except that, if this Codeis used to disarm the systemit will Clear
the Call Queue automatically.

And - Select thisoptionif the Codeisto be associated with an* AND’ operation
(v =*And attribute assigned).

Partitionswith ‘ And’ Codes/Keyswill not disarm until all the respective Codes
and/or Keysare used within the programmed window (refer to ‘ T. And Code’ in
the Partitions Page). Thisattributeisuninfluential for Stay or Away Arming.

Quick Arm

Code 22 can be used for the Quick Arm feature. Thisfeaturewill allow the User
to Arm Code 22 Partitions from the Keypad by pressing and holding the ON key
for 3 seconds.

If the system is Armed from the Keypad in this way, the ‘Code Type' will be
ignored.

For further information, refer to the ‘Operating from a Keypad’ inthe ‘USER
MANUAL'.

Wireless Key Codes

Thefunctions programmed for Codes 23 and 24 can also be activated by Wire-
lessKeys(thisfacility isavailableto Control panelswith VRX32-433 and Vector/
RX8 Receivers). For further information, refer to the description of the Wire-
less K eys Page in this section.
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Installer Code

The Installer Code PIN will allow you to access the programming session, and
program the Control panel parametersviakeypad or computer (local or remote).
The Installer Code PIN can be programmed from a keypad or computer. The
Default Installer Code PIN (0025) must be changed for security reasons.

To change the Default I nstaller Code PIN (0025) proceed as follows:
Do not enter digitsin the PIN field.
a) Enter the digits of your choiceinthe New PIN field.
b) Enter the same digitsin the Confirm New PIN field.
¢) Download theto the Control panel.
To change the current I nstaller Code PIN proceed as follows:
a) Enter the current Installer Code PIN inthe PIN field.
b) Click OK (| ¥ ok]).
¢) Enter thedigits of your choiceinthe New PIN field.
d) Enter the samedigitsinthe Confirm New PIN field.
€) Download to the Control panel.

Programming User Code PINs
The default PINs of enabled User Codes must be changed for security reasons.
To change the Default User Code PINs proceed as follows:

1. Select the required User Code from the User Code Table (the selected
code number will be shown at the top of the Table).

NOTE - Main User Code PINs can change the PINs of all the User, Du-
ress and Patrol Codes that are enabled on the partitions it controls.

Enter the Main User Codeinthe Main User field, then click Enable.
Enter the digitsof your choiceinthe New PIN field.
Enter the same digitsin the Confirm New PIN field, then press OK.

Repeat the procedurefor al the User Codes, then Download to the connected
Control panel.

o~ D
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Key/Card Page

The parameters programmed in this page (see Figure 3.17a) will determine access
level of the Digital Keys/Cards. The system can manage 128 Digital Keys/Cards
(SAT and/or PROXI-CARD).

Keys/Cards Table

The User Codes can Arm/Disarm the system and perform various operations, in
accordance with their programmed accesslevels (refer to the USER MANUAL).

No. - This column showsthe Key/Code Number (1 through 25).

Description - This column is for the Key/Card labels of the first 16 Keys/
Cards (maximum 16 letters per [abel).

Service- Thisfield will allow youto enable the Key/Card to control Service
mode (Yes = Key/Card enabled for Service mode).

The Alarm relay will be inhibited during Service mode, and therefore, the
Control panel will not generate Alarms.

Clear Call Queue- Thisfieldwill allow you to enablethe Key/Cardto clear
the Call Queue (Yes = Key/Card enabled to clear the Call Queue).

Patrol - Thisfieldwill allow you to enable the Key/Card to manage Patr ol
mode (Yes = Key/Card enabled for Patrol mode). ‘ Patrol’ Keys operatein
the same way as ‘Patrol’ Codes, for details refer to the Codes Page.

And - Thisfield will allow you to enable the‘ And’ operating mode (Yes=
Key/Card enabled for ‘ And’ mode). ‘ And’ Keysoperatein the sameway as

P =[5]%]
File Progriamming  Settings Check Modem Help
Key/Card
Pages x| D -y 1 |
[@ Kvozs H Desciiption Senice Clear Call Queve | Patiol Keyand [1[2[af4[5[6[7]a] pe | ii
G Configuation Ditai ke 1 No o [ No_ [ Mo |Mo | No|No Mo | Mo |No|ho
R Keypad (01) 2 |Diaitsl Key 2 No. No No No No |MNo | No | No |No | No |MNo | No
Readers 3 |Diogtal ey 3 [ o No HNo No |Mo | No | No |Mo | No |MNo |No
Expander In/Out 4 Diottsl ey 4 No. No No No No | Mo | No | No | Mo | No |No | No
4 Receiver 5 |Dirgtal ey 5. o No No No No |Mo | No | No |Mo | No |MNo |No
g < ouakevs o e e to o o e o e 16 1o 10
& T Code | | EREEEEEE o o o N [No Mo o[ No [ro |no o [ho
A NNy
Flgure 3.17a - Key/Card Page
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‘And’ Codes, for details refer to the Codes Page.

® Partitions 1,2, 3,4, 5, 6,7, 8 - This field will allow you to enable the Key/
Card on the Partitions (Yes = Key/Card enabled).

® Del. - This field will allow you to delete Keys/Cards (X = Key/Card deleted).
Deletion will not be completed until the Program closes then reopens.

Wireless Keys Page

If the Control panel is equipped with a VRX32-433 Receiver, it will be able to
manage up to 16 Wireless Keys. Each of the Wireless Key must be associated
with one of the two Codes available for the Wireless key facility (Code 23 or
24). The operating capacity of the Wireless Keys depends on the attributes and
access level of the selected Code. Figure 3.17b illustrates Wireless Keys Page.

The CEI 79-2 approval applies only when no more than 14 Wireless keys are used.

® No. - This column shows the Wireless Key identifier number, to be used
when programming the Wireless Key from a Keypad.

® Description - This field is for the Wireless Key label. The Application will use
the label as the Wireless Key Identifier.

® Serial No. - This field is for the 6 hexadecimal digit serial number (ESN) of
the Wireless Key. The ESN is printed on the Wireless Key label.

® Code - Sclect the Wireless Key Code (23 or 24).

[ElKyo Unit - George Barnard [_[=1x]

Fle Programming Seftings Check Modem Help

Wireless Keys

Pages x |

£ K03z Mo [Description Serisl Mo, [Code I
T Configuration H F——
? Keypads (01] B ot 23
Readers B o
<1 Expandst In/0ut A R
il Receiver B et
,[ s 5 Code 23
i Pt i Cocle 23
E:z‘,‘.‘; " & Code 23
Teleservice 3 Code 23
LI Logger 10 Code 23
| Events i1 Cocle 23
& Scheduler 12 Code 73
% Dptions 13 Code 23
o Code 14 Codle 23
K 15 Cotle 23
16 Code 23

Customers x

Narme [ Code ]
George Bamard onoa
Paul Colins 0005
Peter Davids 0003

BB L
Upload | Downloael|  Help

Figure 3.17b - Wireless Keys Page
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Clock Page

The Clock Page (seeFig. 3.18) will allow you to set up the Control panel Clock
(current Date and Time), and select the Date format.

When opened, this page will set up automatically in accordance with the current
setting of the computer clock.

& | Click Download to send the current setting to the Control panel.
U@ Click Upload to view the current setting inthe Control panel memory.
Ipload

Programming from Computer (via serial Link)

The Control panel seria port [5] must be connected to acomputer serial port by
a CVSER/9FOF link (accessory item). Figure 3.19 illustrates the CVSER/
9F9F cable. If the computer serial ports have 25 pole connectors, use an
ADSER/9M 25F adapter (accessory item). Figure 3.20 illustrates the type of
cablerequired.

To Download (to the Control panel), proceed asfollows:

1. Selectthe PC serial port (used for thelink), asfollows:
a) Select Settings = Serial Ports
b) Select the Serial Port from the Control panel section
c) Click OK

Bl Kyo Unit - George Barnard [_[5]x]

Fle Frogiamming Seftings Check Modem Help

Clock

Pages

x| Clock |

F NS GERT]
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Phone
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Readers
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“# Key/Card
M wireless Keys
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Flgure 3.18 - Clock Page
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Enter the Installer Code PIN (refer to’ Code Page’).
Send the datato the Control panel, asfollows:

a) Select Programming = Download — to send all the programmed
parametersto the Control panel.

b) Click theopen pageDownload button— to send the open page param-
etersto the Control panel.

¢) Usingtheright mouse button, click anywhereinsidethe‘Pages’ section,
then select ‘Download’ from the pop-up window to send the parameters
relative to the selected (v') pages.

To upload and view Control panel parameters proceed asfollows:

a) Select Programming = Upload to view all the parameters stored in
the Control memory.

b) Select Upload to view the parametersrelative to the current page.

¢) Usingtheright mouse button, click anywhereinsidethe‘Pages’ section,
then select ‘ Upload’ from the pop-up window to view the parametersrela-
tive to the selected (v) pages.

To Control
Panel
—

Figure 3.19 - Serial cable with two DB9 female connectors

DB9 female 7 wire shielded DB9 female
connector cable connector

D000
oY=~ [>

To Control
Panel
-«—

Figure 3.20 - Serial cable with a DBY female connector and a DB25 female connector

DB25 female
connector

To PC
DB9 female 7 wire shielded —
connector cable
REnnes———2 A\

9
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7
6
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Programming via Modem

The programmed parameters can be downloaded to the Control panel viathe B-
Mod2 Modem (remote connection). The B-Mod2 serial port must be connected
to a computer serial port by a CVSER/9F9F link (accessory item) and, if
necessary, by an ADSER/9M 25F adapter (accessory item). Use acable similar
to that used for the computer to Control panel link (see Figure 3.19 and 3.20).

1. Select the PC serial port (used for the Modem link), asfollows:
a) Select Settings = Serial Ports
b) Select the Serial Port from the Modem section
¢) ClickOK

2. Enter theInstaller PIN (refer to ' Code Page').

3. Select Modem = Connection to openthe‘ Connection Window’ (see Fig-
ure3.21)

4. Program thefollowing parameters:

a) The Telephone Number of Customer (see File = Save Configura-
tion to‘The Menu Bar’ paragraph).

b) The Disable Tone check option (refer to the ‘ Phone Page').
¢) TheDouble Call option (refer to the ‘ Teleservice Page').
d) TheCallback option (refer to the ‘ Teleservice Page').

Ez Connection Window M= B3
Telephone Mumber I
Disable Tane check o
Double Call o
Callback o
Installer Code [+

Messages
Section
——
@ | | 7
Select| Guit Ok Help

Flgure 3.21 - Connection Window
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2 | 5.
Select

v | 6.
Ok

7.

8.

When the Connection Window opens, parametersb), ¢) and d) will assumethe
values of their counterpartsin the‘ Teleservice Page' or ‘ Phone Page’ .

The parameters programmed in the ‘ Connection Window’ will not affect
their counterparts in the Application pages.

Click the Select button (below the ‘M essages' section) to view the connec-
tion status. Table 3.4 shows the complete Message list. If the connection is
successful, thefollowing messagewill be shown:

KYOXACK
X. XX
Connections

Click the OK button to close the ‘ Connection Window’, and activate the
connection. All Download and Upload commands will affect the Control
panel that isconnected viatelephone.

To program or view the Control panel parameters, go to the ‘ Programming
from PC’ section, and proceed from steps 3 and 4.

To end the connection, select Modem = Hang up. The‘ Connection ended’
message will be shown after several seconds.

To abandon the telephone connection, click the Quit button.

Table 3.4 - Modem Messages

Message

Description

Omnia/Norma MODEM v.

X. XX

This is the type of Modem that is connected to the computer serial port

Unknow Modem

The configured Modem is not recognized or does not respond. Check the cable and the
serial port connection.

The Modem/PC system is waiting for an incoming call. This is the system status when

Receiving.. the 'CONNECTIONS' window opens
BACKRING The dialled telephone number is ringing
KYOxXACK KYO Panel Control has been recognized
Wrong

Installer Code

The remote Control panel cannot read the Installer PIN — probably due to a bad line

Busy Line on Hook

The Modem has detected the engaged tone and has released the line
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SECTION 4 - TERMINALS

Table 4.1 - Description of the Terminals

PCB Terminals

Voltage | Current

K8G - KG8W K4 - K8 Description
K32G K8W - K32 K16D N Max. (A)
1-2-3-4 Terminals for the BPI Device connections 13.8 ™)
[+1[CII[RI[-] (Keypads, Readers, Expander, etc.) )
5 [AS] 17 [AS] - Balanced 10K Tamper Line - -
6-9-12-15-18 | 4-6-8-11 6-0-12
21-24-27-30-37 14-17 1 Negative Terminal 0 -
[#1 [#-1
7-10-13-16-19 Positive Terminal — power supply to the
22-25-28 22 [+B] | +V [AUX] 13.8 ™*)
Detectors
[+F1
8-11-14-17-20 | 7-9-10-12-13 5-7-8

23.26.29 15-16-18 10-11-13 Programmable Alarm Lines _ B

[L1] ... [L8]|[L1] ... [L8]| [L1] ... [L6] (KYO4 manages Lines L1 ... L4)

Free Voltage Changeover Alarm Relay:
31-32-33 19-20-21 18-19-20 |during Standby = COM Terminal
[NC][COM]| [NC][NO] | [NC][NO] |connected to NC (NO floating) - -
[NO] [COM] [COM] |during Alarm => COM Terminal
connected to NO (NC floating)
Positive is present on this terminal
34 [+N] - - during Standby 13.8 *)
this Terminal is Open during Alarm
Positive is present on this terminal

35 [+A] - - during Alarm 13.8 *)
this Terminal is Open during Standby
36 [+B] 22 [+B] | +V [AUX] |Auxiliary Power Supply for peripherals 13.8 ™*)
23-24-25 2223 1150 mA Auxiliary Open-Collector Outputs 0.15
- [61][02] [oci] |- Programmable - *)
[03] [OC2]
38-39-40
41-42 .
500 mA Auxiliary Open-Collector Outputs 0.5
[01][02] - - — Programmable *)
[O3][04]
[05]
43-44-45-46 | 26-27-28-29 | 14-15-16-17
[[(3;5]] [[?(EE]] [[?(EE]] Key Bus Terminals (if present): 13.8 *
[BLK] [BLK] [BLK] RED = Positive BLK = Negative
[RED] [RED] [RED]

47-48 [LE] | 32-33 [LE] | 25-26 [LE] |[External Telephone Line Terminals - =

Terminal for line-sharing devices (Fax,
4[9L_I5]0 33__'3]5 2[7L_|2]8 Modem, Telephone, etc.) — connected to - -

the same Telephone line as the Panel
51 [] 36 [+] 29 [=+=] |Terminal for the Earth connection - -
B 30-31 [AC] | 24-25 [AC] Terminals for the Transformer secondary _ B
connection

- the total current draw of these terminals must not exceed:

- 0.6 A - for K4, K8, KBW and K32 with Transformers

-0.4 A - for K16D

-1 A - for KBG-SW1, KBGW-SW1 and K32G-SW1 with the BAQ15T12 Switching Power Supply

- 1.9 A - for K8G-SW2, KBGW-SW2 and K32G-SW2 with the BAW35T12 Switching Power Supply

- 2.9 A - for KBG-SW3, KBGW-SW3 and K32G-SW3 with the BAW50T12 Switching Power Supply
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SECURITY

BENTEL SECURITY S.r.l. - Via Gabbiano, 22 - Z.I. Santa Scolastica - 64013 CORROPOLI - TE - ITALY
Tel.: +39 0861 839060 - Fax: +39 0861 839065
www.bentelsecurity.com - infobentelsecurity@tycoint.com

Recycling information
BENTEL SECURITY recommends that customers dispose of their used equipments (panels, detectors,
sirens, and other devices) in an environmentally sound manner. Potential methods include reuse of parts
or whole products and recycling of products, components, and/or materials.
For specific information see: http://www.bentelsecurity.com/index.php?o=environmental

In the European Union, this label indicates that this product should NOT be disposed of with household waste.

ﬁ Waste Electrical and Electronic Equipment (WEEE) Directive
It should be deposited at an appropriate facility to enable recovery and recycling.
|

For specific information see: http://www.bentelsecurity.com/index.php?o=environmental
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